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AHHOTALUA

HacTtosawmn [OOKyMeHT ABMSIeTCA BTOPOM YacTblo PYKOBOACTBA ajMUHUCTpaTopa
ornepauuoHHOW CcuUCTeMbl cneumanbHOro HasHadveHusa «Astra Linux Special Edition»
PYCB.10265-01 (ganee no tekcty — OC).

B pnokymeHTe npmBeneHo onucaHue sawmweHHon CYB[], ee yctaHOBKa u HacTpouka.
[ononHuntenbHasa nHgopmaumsa o6 ncnonb3oBaHmm 3awmweHHon CYB[] npuBeaerna Ha opuum-
anbHOM canTe wiki.astralinux.ru/docs.

,D,OKyMeHT npeagHasHa4veH anda agaMmMHNCTpPaTopoB U pa3p360T‘-WIKOB 0©a3 gaHHbIX.
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1. SALLWLLIEHHAA CUCTEMA YIMNPABJIEHUA BA3AMU OAHHbIX

1.1. HasHauyeHuUe

B kavectBe 3awuweHHon CYB[ B coctaBe OC ucnonb3yetcsa CYB[ PostgreSQL Bepcun
9.6, popaboTtaHHasa B COOTBETCTBUM C TpeboBaHmeM nHTerpauum ¢ OC B YacTM MaHAATHOroO ynpas-
NeHna AOCTYNOM K MHdopMauun 1 cogepxallas peanusauuto ArN-mogenn ynpaBneHms 4OCTYNOM
N MHOPMaLNOHHbIMK NoTokamun. [aHHas [O1-mogenb onuckiBaeT BCe acneKTbl ANCKPELMOHHO-
ro, MaHgaTHOro M POSIEBOro yrnpasneHust 4OCTYNoM € y4eToM 6e30nacHOCTU MHPOPMALVOHHBIX
NOTOKOB.

CYB[ PostgreSQL npegHasHayeHa anga co3gaHus v ynpasneHns pensumoHHbiMn B n
npegocTaBnseT MHOronosIb30BaTENbCKUI AOCTYN K PACMONOXEHHbIM B HUX AaHHbLIM.

[aHHble B pensumoHHon B[l xpaHaTcs B OTHOLWEHMSX (Tabnuuax), COCTOAWMX U3 CTPOK U
ctonbuos. NMpy 3TOM eanHULEN XpaHEeHUS U O0CTYNa K JaHHbIM SIBNSIETCA CTPOKa, CocTosILas u3a
noneu, naeHTMnuMpyemMblix MMeHamm ctonbuos. Kpome Tabnuy, cywecTByoT gpyrne o0bekTbl
B[l (Bnabl, Nnpouenypbl U T.M.), KOTOpble NPEeOOCTaBAT AOCTYN K AaHHbIM, XPaHAWMMCS B
Tabnuuax.

Ona pabotel CYBM Ha gucke Bbigensetcs obnactb ana xpaHeHuna B, HasbiBaemasd
«knactepom Bll». Knactep B[] siBnsetca HaGopom B[], ynpaBnsembix OgHMM 3K3eMMNsapom
cepBepa CYB[l. Hactponka paboTbl oTaensHoro ak3emnnspa cepsepa CYB[] Takke onpeaensaetcs
B paMKax KracTtepa COOTBETCTBYHLLMMN KOHPUTYPaLMOHHBIMU dbarnamu.

KoppekTHasa pabota ¢ CYB[] npegnonaraet ncnonb3oBaHne mexaHnama EMM.

MpunmevaHune. [JanbHelnwee onncaHne B 6GONbLLON CTENEHN ABMASIETCSA YacTblo ounLM-
anbHom aokymeHTaumm PostgreSQL ¢ gononHeHnsamu, cBa3aHHbIMU € 0COBEHHOCTLIO MPUMEHEHMS
CYB[ B Tekywen sBepcum OC. lNpuBeaeHbl TONbKO OCHOBHbIE CBEOEHUS MO CUHTAKCUCY A3bl-
ka 3anpocoB SQL, nogaepXuBaemMbiM TUNam AaHHbIM U BCTPOEHHbIM (DYHKLMSM, YCTAHOBKE U
HacTpounke cepBepa CYB/[, a Tak e co3gaHuio 0TKa3oyCTOMYMBLIX peweHui. CneynduyHble
ans peanusauun n Bepcum CYB[ ceefeHna (onncaHme KOHKpeTHbIX kKomaHng SQL, mexaHn3moB
PYHKLMOHMPOBAHNSA, NPOrpamMMHbIX MHTEPKENCOB U CTPYKTYPbl CUCTEMHOrO KaTasnora) B 4aHHOM
PYKOBOACTBE HE NpuBeaeHsbl. [NepeuncrneHHble 0coO6eHHOCTM AeTanbHO ONUcaHbl B ouLmanbHOn

AOKYMeHTauuun, NocTaBnsieMon B NakeTe postgresqgl-doc-x. X.
1.2. CocTaB

CYB[ PostgreSQL cocTtonT 13 cnegyowmx KOMMNOHEHTOB:
- postgresqgl — cepBuCHas cnyxba, peanusytoLlias HenocpeacTseHHo cepsep B[;
- libpg — knueHTckasa bubnuoTteka, npegoctasngtowian goctyn K cepsepy CYB[;

- Habop cepBepHbIX YTUNUT ANS ynpaBneHns paboToi cepBepa 1 co3aaHus KnactepoB
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BL;

- Habop KNWEeHTCKMX YTUNUT AN co3fgaHus n ynpasneHus Bl.

[ns eanHoobpasHoro ynpaesneHna knacrepamu b1, oyHKUMOHUPYOLWMMKU o4 ynpasne-
Huem pasHbix Bepcui CYB[], B coctaB OC Bxognt Habop MHCTPYMEHTOB agMUHUCTPUPOBAHMUS
postgresgl-common, BKNOYaOWMUN B cebs creayowme nakeTol:

- postgresgl — MeTanakert, ycTaHaBnMBarLwmm OCHOBHY0 Bepcuto CYB[;

- postgresqgl_x.x — MeTanakert, ycTaHaBnMBalLWMi KOHKpeTHYO Bepcuto CYB[;

- postgresgl-client — MeTanakert, ycCTaHaBNMBaIOLLNA OCHOBHYHO BEPCUIO KITMEHTCKMX

ytunnt CYB/L;

- postgresgl-client_x.x — MeTanakeT, yCTaHaBMMBAOLWNN KOHKPETHYIO BEPCUIO

KnueHTckux ytunut CYB[;

- postgresgl-contrib — MeTanakeT, ycTaHaBNMBaoLWMN OCHOBHYIO BEPCUIO Moaynen

pacwwmpenus CYB[;

- postgresgl-contrib_x.x — MeTanakerT, yCTaHaBNUBaKOLLMA KOHKPETHYO BEPCUIO

mogynen pacwupernna CYB[;

- postgresgl-doc_x.x — MeTanakerT, yCTaHaBMMBaKLNIA KOHKPETHYIO BEPCUIO OOKY-

MmeHTauun CYB[;

- postgresgl-common — UHCTPYMEHTbI YpaBneHust knactepamun bL;

BHUMAHUE! B panbHenwem HacTosTenbHO pekomeHayetca ynpasnate CYB/L ¢ no-
MOLLIbIO MHCTPYMEHTOB ynpasrneHusi knactepamu B[l (cm. [1.5)), npenoctaensembimm OC, a He
HenocpeacTBeHHo ytunutammn CYB[.

BHUMAHUE! B coctas CYB[] Bxoaut Habop moaynen paclumpeHus, gobaBnsaroumx
HOBbI€ TUMbI AaHHbIX, BUBNNOTEKN PYHKLMIA, MHCTPYMEHTbI aAMUHUCTPUPOBAHNA N pa3paboTKu.
Mopgynu, npegHasHavYeHHble NS agMUHUCTPUPOBaHUA 1 pa3paboTky, BKNoYas Cpeactsa OTnaaku
XpaHUMbIX Npoueayp, UccneqoBaHnsa CTpaHuL AaHHbIX, UIBMEHEHNS KOH(PUTYpaLMOHHbBIX danoB
1 0OCTyNna K BHELWHUM AaHHbIM, HE AOMKHbl BbITb YCTAHOBMNEHbI B AENCTBYOLWNX CUCTEMAX, UMK
AOCTYMN K HUM HEMPUBUIUIMPOBAHHbLIM NONb30BaTENAM AOMKEH ObITb OrpaHNYeH.

B coctaB OC BxoauT rpacuyeckas ytunurta pgadmin3, npegHasHadyeHHasa ans agMuHu-
ctpupoBanus B[ CYB[ PostgreSQL, Bkntoyas ynpaeneHve MaHaaTHbIM ynpaBneHueM 4OCTyrnom

kK obbekTam B[l.

1.2.1. [lononHUTeNnbLHO NocraBnseMbie Moaynun

Cnuncok 4ononHUTENbHO NocTaBngeMbIX Mop,yne|7| npmuBeneH B Tabnuue

Taobnuuya 1

Mogaynb OnucaHue

adminpack ®YHKUMM aaAMUHUCTPUPOBAHUS
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lNpodomxeHue mabnuup! 1

Mogaynb

OnuncaHue

auth _delay

[Mo3BonseT ycTaHaBNMBaTh Nay3sbl Mexay ayTeHTUdunkaunuamMm nonb3osa-
Tenen

auto_explain

®dyHKUMKM ansa aBToMaTudeckoro EXPLAIN 3anpocoB

btree_gin

OnepatopHbin knacc GIN

btree gist

MHaekcHbI onepaTopHbin knace GiST

chkpass Tvn gaHHbIX ANs XpaHeHWs 3amndgpoBaHHbIX Naponen

citext CTpOKOBBIV TUM AaHHbLIX, HEYYBCTBUTENbHbIA K PEFUCTPY

cube Tvn mHoromepHoro ky6a

dblink OykHUMM ANa NOAKMYEHUS K ApyrMM 6asam AaHHbIX U3 TEKyLLEN ceccum
dict_int Mpumep peanusaumm paclumpsaemMoro wabnoHa crnosapsi Ansi NOSIHOTEK-

CTOBOIO NoOucCKa

dict_xsyn

I'Ipmmep peann3aunn pacumnpaemoro wabnoHa cnosapd CMHOHMMOB O11A
NOJNTHOTEKCTOBOIO NMOUCKa

dummy_seclabel

Mpumep peanusauumn nocTasLLMKa METOK ANsi 0ObEKTOB 6a3 AaHHbIX

earthdistance DyHKUMK ONga pacdeTa pacCTOSAHMS MeXAy ABYMSI TOYKaMU 3E€MHOM Mno-
BEPXHOCTM

file fdw O6epTKa BHELWHUX AaHHbIX (FOREIGN DATA WRAPPER) Ansa dannos

fuzzystrmatch DYHKLMM NEKCUYECKOTO CPaBHEHUSA CTPOK

hstore Tun gaHHbIX ANA XpaHeHUsa nap Kno4-3HavyeHmne

intagg Arperupytowme yHKuMM ansa uenoro (integer) M NepeyvncnsaemMoro
(enum) TMNOB AAHHbIX

intarray DyHKUMKN 1 onepaTopbl Anst paboTbl C HEMYCTbIMM MaccMBamm LEmbIX
uucen

isn Tuvn gaHHbIX ANA XpaHeHMs 3Ha4YeHU pasnnyHbIX MEXAYHapPOOHbIX CTaH-
napToB

lo OyHKUMK ansa ynpasneHuns 6onbwinmm obbektamm (LARGE OBJECT)

ltree Twun gaHHbIX, NO3BONSAOLWMA XPAHUTL METKM OOBLEKTOB B BUAE MepapXu-
YEeCKOW CTPYKTYpbl AaHHbLIX Hanogobve aepesa

orafce OyHKkumm ans murpaumm ¢ CYB/[ Oracle Ha PostgreSQL

pageinspect DYHKUMKM Ansa nonyyYeHnsa nHdopmMauum 0 CoaepXaHum cTpaHul B 6asax
OaHHbIX

passwordcheck lNo3BonseT NpoBepsiTb NOMb30BaTENBCKME NAporn, yCTaHaBnMBaeMble

KkomaHgamun ALTER ROLE U CREATE ROLE Ha NMpPOCTOTY

pg_buffercache

®yHKUMM ONS Nony4YeHus TekyLen nHgopmauum o pasaensiemMoM Kelle

pg_freespacemap

PyHKUUKM oNa nonyyYeHns MHpopMaumm o cBOGOAHOM NPOCTPAHCTBE OT-
HOLLIEHMS

Pg_prewarm

q)yHKLI,VII/I A4 3arpy3km BCero OTHoOWeEHUA B NaMATb

pgrowlocks

®yHKUMM oNs nony4YyeHus HpopmMaumo 0 BroKMpoBKax OTHOLLEHWIA
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Mogaynb

OnuncaHue

pg_stat_statements

OYHKUMKM ANs NoNyYeHns MHopMaLMM O CTaTUCTUKE UCMOSHEHNS 3anpo-
CcoB cepBepa

pgstattuple OYHKUMM AN NonyYeHns pasnmyHon MHopmaunm o CTaTucTmke 3anncen
pg_trgm PyHKUMM ONA CpaBHEHWS TEKCTa

pldebugger DyHKUMM ONa oTNagky 3anpocoB, HanucaHHbIX Ha pl/psql

plproxy Asblk 4na yganeHHOro Bbl3oBa PyHKLUNIA Ha cepBepax 6a3 AaHHbIX

postgres_fdw

BHelwHAa obepTka AaHHbIX FOREIGN DATA WRAPPER ans PostgreSQL

seg Tvn gaHHbIX ANa NpeacTaBneHnss MHTEpPBanoB ToYeK

smlar DyHKUMM ansa onpegeneHnst MAEHTUYHOCTU MacCUBOB

spi Mpumepbl dyHkumA SPI

sslinfo DyHKUMM ansa nonydeHnss ntHdpopmaumm o SSL cepTudomnkarax
tablefunc ®yHKuMK, BO3BpaLLaoLLme Tabnuubl

tcen TpurrepHble yHKUNN, BbICbINAOLWME aCUHXPOHHbIE COOBLLIEHMSA cryLla-

TENAM

test_decoding

Mpumep nNnarvHa Norm4yeckoro AeKoanpoBaHus

test_parser

Mpumep napcepa Ans NonHOTEKCTOBOMO Nnoucka

test_shm mg

MpuMep Ucnonb3oBaHUA OUHAMUYECKU pasaenseMon namsaTi Ansi CoB-
MECTHOrO MCMONMb30BaHNS CepBepoB

tsearch?

(DyH KUMKW NOJIHOTEKCTOBOIO NMNOUCKa

unaccent

CDyHKLl,VII/I NONMHOTEKCTOBOIo noucka, yaandawuwmne sce anakputny4eckme
3HaKun

uuid-ossp

DYHKUMM AN reHepaunm yHUKanbHbIX naeHTugunkatopos (UUID)

xml2

OyHKuuKM ansa pabotel ¢ XPath n XSLT

MpumeyvyaHuns:

PaclwunpeHne smlar cooepxutcs B nakete postgresqgl-9.x-smlar.

PacwunpeHnne orafce cogepxntcsa B nakete postgresqgl-9.x-orafce.

PacwupeHne pldebugger cogepXxuTtca B nNakete postgresql-9.x-pldebugger.
[ononHuTtenbHO nocTtaeBnseTcs nogaepxka 1C B nakete postgresqgl-contrib-9. x.

PaclwunpeHune plproxy COOAEpPXKUTCS B NakeTe postgresql-9.x-plproxy.

2B A

Bce ocTtanbHble paclumpeHnsa cogepxartcs B nakete postgresgl-contib-9. x.
1.3. HacTponka

HacTtpownka cepsepa CYB[] ocyuiecTBnsieTca yCTaHOBKOM napameTpoB B KOHpurypauu-
OHHOM dhanne postgresql.conf. B gononHeHue k anny postgresql.conf B PostgreSQL
ncnosib3yeTca elle ABa KOHMUrypauuoHHbIX doanna, KOTopble KOHTPONMUPYIT ayTeHTuduka-

umo Knmenta. o YMOJ1HaHUo BCe 3TN TpU (*)a|7|na HaxogATCcA B KaTtariore fgaHHbIX Kria-
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ctepa B[l wnn B COOTBETCTBYIOLWEM KracTepy KOHMUrypauuoHHOM KaTarnore, Hanpumep
/etc/postgresgl/x.x/main. 3a pacnonoxeHue ykaszaHHbIX pannoB oTBeYaloT KOHUrypawm-
OHHble NapamMeTpbl, NpBeAeHHbIe B Tabnvue
MpumeyaHune. Hekotopble cnocobbl ncnonessosaHns CYB[ (Hanpumep, opraHnsauus
cepsepa ans 1C) moryT TpeboBaTb gononHMUTENLHON HacTponkn cepeepa CYBL n OC.
MpumedvyaHune. OCOBEHHOCTUN HACTPOMKM ayTeHTUMKaUUK ONa paboTbl B TEKYLLEN

OC npuBegeHbl B (1.4,

Tabnunua 2
MapameTp Onucanune
data_directory OnpepensieT kaTanor Ans XpaHeHus AaHHbIX

Onpepenset OCHOBHOW KOHMUIypaLnOHHbIN dann cepBepa
config file (postgresql.conf). 3HayeHMe ITOro napameTpa MOXeT ObiTb 3aga-
HO TOMbKO B KOMaHOHOWN CTPOKE postgres

OnpepenseT koHUrypaumoHHbid dann gns ayteHTudgukaumm no ysnam

hba fil
a_tiie (pg_hba.conf)

Onpenendaet KOHUIypaunoHHbln dann ana ayteHTudnkaumm no metoay

i £il
ident_file ident (pg_ident.conf)

OnpegensieT ums gonornHuTenbHoro danna ¢ uaeHTnuKkaTopom npouecca,
external pid_file | KOTOpbIA cepBep CO3AaET ANA UCNONb30BaHUA NporpaMmmMmamMn agMUHUCTPUPO-
BaHMA cepBepa

[Ona HacTponkn paboTbl cepBepa C MaHOaTHbIM YyhnpaBneHMeM AOCTYNOM cylle-
CTBYET pPsf KOHUIypauMOHHbLIX NapamMeTpoB, yKasblBaeMblX B KOHurypaumoHHoM dansne
postgresqgl.conf. OnucaHne napameTpoB npmeeneHo B gokymeHTe PYCB.10265-01 97 01-1
«OnepaunoHHasa cuctema cneyunansHoro HasHadeHust «Astra Linux Special Edition». PykoBogcteo
no KC3. Yactb 1».

Mpn ncnonb3oBaHMM OTHOCUTENBHOMO NYTU AN 3a4aHNA 3HAYEHU 3TUX NapamMeTpoB
nyTb BygeT oTCUUTBLIBATBLCA OT KaTasnora, B KOTOPOM 3anyLleH postgres.

3a yCTaHOBKY COeAMHEHNIN OTBEYaoT KOHMUIrypaLUnoHHbIE NapamMeTpbl, NpUBeAEHHbIE B

Tabnuue [3]
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Tabnunua 3

MapameTp Onuncanue

Onpenenser TCP/IP-agpeca, no KOoTopbiM cepBep OOf-
XEeH oXuaaTb COeMHEHUSI OT KIMEHTCKUX MPUNOXKEHUN.
3HadeHne dopmupyeTca B BUOE NEPEYHs pasgerneH-
HbIX 3ansiTOM UMEH Y3noB w/unun dncnosbix |IP-agpecos.
CneunanbHbIn 3HaK * COOTBETCTBYET BCEM [OOCTYMHbIM
IP-agpecam. Ecnn cnucok nycT, cepBep He CrywaeT Hu
oavH IP-nHtepdeic. B aTom crnyyae yctaHOBKa coeguHe-
listen_addresses HUA C cepBepoOM BO3MOXHa TONIbKO C UCMNONb30BaHUEM
AomeHHbIx coketoB UNIX. o ymonyaHumio 3HadeHuem
napameTpa sBnsieTca localhost, KOTOpoe MNO3BOSISI-
€T co3faBaTb TONbKO JIoKasnbHble loopback-coeanHeHms.

BHUMAHME! B HacTosLee BpemMs OTCYTCTBYET NogaepKka
npotokona IPv6. 3agaBaemble B 3TOM NapaMeTpe agpeca
OOSMKHbI COOTBETCTBOBATL NpoToKony IPv4

Onpepenset TCP-nopTt, Ha KOTOPOM CepBEpP OOIMKEH OXU-
AaTb COEAMHEHMS OT KITMEHTCKUX NPUNOXeHWU (No ymon4a-
port HMO — 5432). Cnegyet oTMETUTB, Y4TO A4S Beex IP-agpecos,
yKasdaHHbIX B 1listen_addresses (string), Ucnonbay-
eTCs OWUH U TOT e NopT

Onpe,qenﬂeT MaKkcumalrbHoe YMcno o aHOBpeMEeHHbIX coean-

max_connections o
- HeHun ¢ cepeepom CYB[]

OnpenensieT YMcrno CoeauHEHUin, 3ape3epBUPOBaHHbIX As

superuser_ reserved connections .
noaknoYeHns cynepnons3oBatenen PostgreSQL

Onpegensiet rpynny, Bragelowyl OOMEHHbIM COKETOM
UNIX. BnagenbLem cokeTa Bcerga sIBMSeTcs Mnonb3oBa-
Tenb, 3anyckawwmn cepaep. Vicnonbdyetcss B KOMOMHALMM
C NnapamMeTpoM unix_socket_permissions, Kak gonon-
HUTENbHbIN MEXaHWU3M KOHTPOMst AOCTyna Afisi COeAMHEHUN
B gomeHe UNIX

unix_socket group

OnpepnenseT npasa goctyna ana gomeHHoro coketa UNIX.
IOna gomeHHoro coketa UNIX nmeet 3HaveHne TOnbKO pas-
peLLeHNe Ha 3anuncb, U crnegoBaTernibHO HET HE0BX0OUMOCTH
yCTaHaBNMBaTb UMW yaansTb paspeLleHne Ha YTeHne unm
BbINOMNHeHME. [JaHHbLIN MEXaHNU3M KOHTPOMS A0CTyna He 3a-
BUCUT OT MEXaHU3Ma ayTeHTUdUKaLUN KNneHTa

unix_ socket permissions

1.4. HacTtpounku ayteHTUMKaumm

Mpwn nonbiTke coeanHeHnst ¢ cepeepoM CYB[] KNMeHTCKoe NpUnoXeHne ykasbliBaeT Nosb-
3oBaTensa CYB[] PostgreSQL, oT nmeHM KOTOpPOro ocywecTBnsgeTca nogknoveHne. B npegenax
okpyxeHna SQL aktusHoe ums nons3osatena CYB[ onpegensiet npasa Ha o6bekTbl B/.

PostgreSQL npeanaraeT HECKONbKO pasfnyHbiX METOAOB ayTEHTUMUKALUKN KITMEHTA.

MeTog, ncnonb3yembii Ans ayTeEHTUDUKALMN KOHKPETHOIO KITMEHTCKOIO COeaANHEHWUS1, MOXET ObiTb
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BblGpaH Ha OCHOBE agpeca y3na ceTu knnenTa, bl n nonb3oBarens.

HecmoTps Ha To, 4To nmeHa nonb3oBatenen CYB[ PostgreSQL nornyeckn otgeneHsl
OT umeH nonb3osaTenen OC, B KOTOPOW 3anyLLeH cepeep, B COOTBETCTBMM C TpeboBaHUAMMN NO
3awuTe nHdopmaumm ot HC[L, tTpebyetcs conoctasneHune nonb3oBatenen CYB[ nonb3oBatensam
OC. Takum obpasom, npn HacTporke ayteHTudmkaumm B CYB[] cneayet ncnonb3oBaTb TONMbKO
MeToAbl ayTEHTUdMKALUKN, B KOTOPbIX OCyLLeCcTBNAeTCca nogqobHoe conoctasneHune. Ana apyrmux
nonb3oBaTenen OCyLEeCcTBSETCA AOCTYN TOMNbKO K HE3aLWMLLEHHOW NHOpMaLnN.

BHUMAHMUE! [1ns obecneyeHns HopmanbHoOM paboTbl NONb30BaTeNs C CETEBLIMU CEPBU-
caMu OMmKHbl BbiTb ABHO 3a4aHbl Anana3oHbl ero MaH4aTHbIX YPOBHEN M KaTeropuin ¢ NOMOLLbIO

COOTBETCTBYHOLWUX YTUNUT, AaxKe eClin eMy HE OOCTYIMHbl YPOBHU N KaTeropunn Bblille 0.

1.4.1. Ucnonb3oBaHue PAM ayTeHTUUMKaLun

[ns KOppeKTHOro pyHKUMOHNPOBaHNA aBTopu3aumm Yepes PAM, nonb3oBarernto, OT KOTo-
poro pabotaetr CYB[] PostgreSQL (no ymonyaHuto — postgres), He06X0AMMO BblgaTh NpaBa Ha
YyTeHune I/IHCbOpMaLI,I/IVI n3 Eﬂ, nonb3oBaTeneun u CBe}J,eHI/IIZ 0 MeTKax 6e3onacHocTu n npunBUnerndax:
usermod -a -G shadow postgres
setfacl -d -m u:postgres:r /etc/parsec/macdb
setfacl -R -m u:postgres:r /etc/parsec/macdb
setfacl -m u:postgres:rx /etc/parsec/macdb
setfacl -d -m u:postgres:r /etc/parsec/capdb
setfacl -R -m u:postgres:r /etc/parsec/capdb

setfacl -m u:postgres:rx /etc/parsec/capdb

1.4.2. U\cnonb3oBaHue CKBO3HOM ayTeHTUdukauum B EMM

[Ona obecneyeHnss CKBO3HOW ayTeHTUukaumm nonb3doBatenen ENMM (cm. goKymMeHT
PYCB.10265-01 95 01-1 «OnepauMoHHasa cuctema crneumanbHOro HasHadeHus «Astra Linux
Special Edition». PykoBoacteBo agmmnHuctpatopa. Yacts 1») B CYB[] HeobxogmMmo B kayecTse
MeToda ayTeHTUdMKaLUN yKkasaTb gss U NPOBECTU COOTBETCTBYIOLLYIO HACTPOWKY cepBepa U
knueHTta CYB[ PostgreSQL.

Ona pabotel CYB[ PostgreSQL B ElNIM HeobxoanMMo BbINOMHEHME CReayoLmnX YCNoBUiA:

1) HanuMume B cucTeMax, Ha KOTOpPbIX (YHKUMOHMPYHOT cepBep U knueHTol CYB[

PostgreSQL, yctaHoBneHHoro naketa knneHta ALD — ald-client;

2) paspelueHne UMeH OOMKHO BbITb HACTPOEHO Taknm 06pa3om, YTOObI UMS CUCTEMBI pas-

pellanocsk, B NepBYI0 ovepeab, Kak MNoNHoe nMs (Hanpumep, myserver .example. ru);

3) knneHT ALD fomkeH GbiTb HACTPOEH Ha ucnonb3yembin ALD gomeH.

[na npoBegeHusa onepaumi no Hactporike ALD 1 agmuHnctpupoBaHuto Kerberos Heobxo-

AUMO 3HaHue naponen agMmuHucTpatopoB ALD n Kerberos.
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1.4.2.1. CepBep

[na obecneyennsa coemecTtHom paboTbl cepepa CYB[ PostgreSQL ¢ ALD Heobxogumo,
4yT06bI cepBep CYB[ PostgreSQL dyHKLMOHMpOBan kak cepuc Kerberos. BbinonHeHne gaHHOro
ycnosus Tpebyet Hannumsa B B[ Kerberos npuHuunana gns cepeepa CYB[, PostgreSQL, nms
KOTOpOro 3agaertcsa B popmare:
servicename/hostname@realm
rae UMsi cepBuca servicename COOTBETCTBYET MMEHWM YYETHOW 3anucu nosib3oBaTens, oT Ko-
TOpon ocyuiecTBnsieTcss yHKunoHnpoBaHue cepsepa CYBL PostgreSQL (no ymonuaHuio —
postgres), 1 ykasblBaeTcs B KOHpUrypaumoHHom dparne cepeepa PostgreSQL kak 3HavyeHune
napameTpa krb_srvname. B kayecTBe 3Ha4yeHUs1 hostname yKa3biBA€TCS NOSIHOE AOMEHHOE
NMSI CUCTEMbI, Ha KOTopon doyHKUMoHUpyeT cepeep CYB[ PostgreSQL, a B kayecTBe 3Ha4yeHus
realm — uma gomeHa ALD.

CywecTByeT ABa BapuaHTa HacTpouku pabotel cepepa CYB[ PostgreSQL ¢ ALD:

1) BCe knactepa ncnosnbayT oanH npuHuunan Kerberos;

2) knacTtepa ucnonb3yT pasHble npuumnansl Kerberos.

[nsa Hactpovikn cepeepa CYB[] nepebiM cnocobom HeOBX0AMMO BbINMOMHUTL CreayoLmne
AencTeus:

1) cosgatb B B[] ALD ¢ nomowbio yTunuTel agMmuHuctpmposanus ALD npuHuunana,

COOTBETCTBYOLLEro yctaHasnmeaemomy cepepy PostgreSQL. MNpuHumnan cos3gaetca ¢

aBTOMaTUYEeCKN CreHepUpPOBaHHbLIM CryYanHbIM KIHOYOM:

ald-admin service-add postgres/server.my_domain.org

2) BBECTWM CO34aHHOro NpuHUMnana B rpynny cepBUCOB mac, UCMOMb3ysa crneayloLlyro

KOMaHAy:

ald-admin sgroup-svc-add postgres/server.my_domain.org —--sgroup=mac

3) cospaTb chbann knoyva Kerberos ansa cepesepa CYB[ PostgreSQL ¢ nomoLbio yTUnnThbl

aaMuHuctpupoBaHus ALD ald-client, ncnonb3ysa cnegyrowlyo KOMaHay:

ald-client update-svc-keytab postgres/server.my domain.org

—--ktfile="/etc/postgresgl-common/krb5.keytab"

[MpaBa goctyna K aTomMy dpaunny A0SMKHbI NO3BONATL YATATb €ro nonb3oBarernto, oT uve-

HW1 koToporo pabotaet cepsep CYB[ PostgreSQL (kak npasuno, Bnagensuem canna

Ha3Ha4yaeTcs nosib3oBaTteslb postgres);

4) cMeHuUTb BnagernbLa, Nofy4YeHHOro Ha npegbiayliem ware, panna krb5. keytab Ha

nonb3oBaTens posgtres, BbINOMHUB CReayOLLYH KOMaHay:

chown postgres /etc/postgresql-common/krb5.keytab

5) ykasaTb AN BHELIHUX COegUHEHUN B KOHdUrypaunmoHHomMm cpanne cepsepa CYB[

PostgreSQL /etc/postgresql/x.x/main/pg_hba.conf mMeToq ayTeHTUdUKaLMK

gss.
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host all all 192.168.32.0/24 gss
[nsa HacTtpownku cepeepa CYB[ BTOpbIM cnocob6omM HeO6X0ANMO BLINOMHUTL CrieayoLmne
AencTeuns:
1) cosgatb B B[] ALD ¢ nomoLubto yTunutel agMmmHucTpuposaHna ALD npuHumnana gns
knactepa CYB[. MpuHumMnan co3gaeTcsa ¢ aBToOMaTUYECKN CreHEPUPOBAHHbBIM CITyYanHbIM
KIOYOM:
ald-admin service-add umsa_ npuHuunana/server.my domain.org
2) BBECTW CO34aHHOro NpuHUMnana B rpynny CEpBUCOB mac, UCMOMb3ysa crneayroLlyto
KoMaHay:
ald-admin sgroup-svc-add ums_npuHnunana/server.my_domain.org -—--sgroup=mac
3) cospgaTtb hann knioda Kerberos gna cepsepa CYB[] PostgreSQL ¢ nomoubto yTunm-
Tbl agMuHUcTpupoBaHna ALD ald-client, ncnonb3ysa cnegytoulyto komaHay (npymep
npuBeaeH ons knactepa b no ymonyaHuio):
ald-client update-svc-keytab wuma_npuHnunana/server.my_domain.org
—--ktfile="/etc/postgresqgl/9.x/main/krb5.keytab"
MonyyeHHbIN dhann gomkeH ObiTb goctyneH cepepy CYB[ PostgreSQL no nytu, yka-
3aHHOMY B KOH(pUIypaumMoHHOM napameTpe krb_server keyfile (B JaHHOM cnyyae —
/etc/postgresql/9.x/main/krb5. keytab). [lpaBa goctyna Kk aTomy danny gOmK-
Hbl MO3BONATb YNTATb €ro nonb3oBaTento, OT UMEHN koToporo pabotaet cepeep CYB[
PostgreSQL (kak npasuro, Bragensuem danna HazHavyaeTcs nonb3oBaTteslb postgres);
4) cMeHuTb BnagernbLa, Nony4Y4eHHOro Ha npegbiayllem ware, panna krbs. keytab Ha
nonb3oBatensa posgtres, BbIMNOMHUB CreayoLLYy0 KOMaHay:
chown postgres /etc/postgresql/9.x/main/krb5.keytab
5) 3agatb B KOHpurypaumoHHom  davne  cepsepa CYBL  PostgreSQL
/etc/postgresgl/9.x/main/postgresgl.conf nyTb K Knoyy cepBepa CYB[
PostgreSQL.:
krb server keyfile = ’/etc/postgresqgl/x.x/main/krb5.keytab’
6) ykasaTb AN BHELUHUX cOoeguMHEHUN B KOHdurypaunoHHom ¢panne cepsepa CYB[
PostgreSQL /etc/postgreslqg/x.x/main/pg_hba.conf MeToa ayTeHTUdmkaumm
gss.
host all all 192.168.32.0/24 gss
MpumeyvaHune. na nogknoveHna k cepeepy CYB/[ Bepcun 9.6, uma npuHumnana Ko-
TOPOro OTNNYaeTcsa OT UMEHU NpUHUMNana no yMon4yaHuio (postgres) UCMNONb3yeTcsa creayoLlas
KoMaHga:
psql "dbname=db user=dbuser password=password host=astra.test.ru port=port

krbsrvname=umsa_npuHnunana"
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1.4.2.2. Knuenr

O6Lwme ycnosus, Npu KOTOpbIX obecnevymBaeTcss COBMECTHOE PYHKLMOHMPOBAHME KIn-
eHToB CYB/[] PostgreSQL c ALD, cm. B[1.4.2] Kpome Toro, cepep CYB[ PostgreSQL porkeH
ObITb TaKke HAaCTPOEH COOTBETCTBYHOLLMM 06pa3som (cMm. [1.4.2.1). Ans HacTpoiiku knveHTa CYB[
PostgreSQL Heobxoanmo:

1) cosgatb B B[] ALD y4yeTHyto 3anucb nonb3oBartend, 3apernctpuposaHHoro B CYB[]

PostgreSQL (Hanpumep, pgusername). [lononHuUTeNnbHasa MHopMaLms npmBeaeHa B

pykosoacTee man Ha ALD;

2) 3agaTtb B KayeCcTBe 3HaYeHUs NapameTpa CoeaAnHeHus krbsrvname MMSA cepBuca

servicename, UCMOMb3yemMoe Npu co3gaHum npuHumnana cepsepa CYB[ PostgreSQL.

Mwmsa npmHumnana cepepa CYB[ PostgreSQL 3agaetcsa B hopmare:

servicename/hostname@realm

roe servicename — 0ObIMHO UMA ydeTHOW 3anucn cepsepa CYBL PostgreSQL, uc-

nonb3yemMoe npu cosgaHuu npuHuunana cepsepa CYB[ PostgreSQL (no ymonyaHuio —

postgres), a hostname — NOMHOE JOMEHHOE UMSI CUCTEMbI, HA KOTOPOW (PYHKLNOHMPY-

eT cepep CYB[] PostgreSQL.

1.5. YnpaBneHue knactepamu CYB[]

HecmoTps Ha BO3MOXHOCTb ynpasneHusi cepepamu CYB[] ¢ NOMOLLbIO WITATHbLIX YyTUUT
PostgreSQL, HacTosTenbHO pekoMeHOyeTCs UCnonb3oBaTb Afis 3Toro nocraesnsemsimm ¢ OC
WHCTPYMeHTbI ynipasrneHus knactepamu CYB[ PostgreSQL. [laHHble yTUNUTLI BXOAAT B COCTaB Na-
KeTa postgresqgl-common M NPEACTABASAT COOOM CKPUNThI, OCYLLECTBASAOLMNE BbI3OB LUTATHbIX
ytnunut PostgreSQL, Ho ¢ yyeTtom cneundpmkn OC 1 BO3MOXHOCTM OAHOBPEMEHHOIO ynpaBrneHns
Knactepamu pasHbix Bepcun CYB[.

[aHHble yTUNMTbI NO3BOMNSAOT CO34aTb HECKONBKO 3K3EMMNISISIPOB KNacTepoB pasHbIX Bep-
CUN ¢ cOBCTBEHHBIMU KOH(UIypaUMOHHbIMU hannamu. [NpaBkon KOHPUrypauMoHHbIX dhannos
Knacrtepa MOXHO yKkasaTb nopT, IP-agpeca, kotopble 6yaeT cnywarb knactep 1 T.A4.

K onuceiBaeMbIiM yTUNMTamM OTHOCATCS:

- pg_createcluster — yTunuTa no cosgaHuto HoBoro knactepa (cm. [1.5.1));

- pg_ctlcluster — yTunuTa no ynpasneHuto knactepom (cm. [1.5.2);

- pg_dropcluster — yTunuTa rno yaaneHuto knactepa (cm. [1.5.3);

- pg_lsclusters — yTunuTa no NPOCMOTPY COCTOSIHWE CYLLECTBYHOLLMX KNacTepoB

(cm. [1.5.4).

- pg_upgradecluster — yTunuTa no obHoBneHUO knactepa (cm. (1.5.5)).

YTUnnTbl UCNOMb3yT eAnHbIA hopMaT BbI30Ba CreayroLwero suaa:
pPg_<uMsa YTHIJIIUTH> [ONUMM] BepcHusA-KJlacTepa HUMsA-KJlacTepa <OencrBue>

B 3aBnUcMMOCTM OT HasHa4yeHus YTUINNTblI HEKOTOPbIE 3NTEMEHTDI KoMaHgHoOm CTPOKM BbIi3OBa MOryT
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OTCYTCTBOBaTb.
O6wmn nogxopn 3aknoyaeTca B U3NYECKOM pasHeceHn hansnoB pasHbIX KIacTepoB B
npegenax (baVIﬂOBOIZ cuctembl. Kak npaBuo, NCNOJNb3YHOTCA crieaytollee pacrnorioxXeHune:
- /usr/lib/postgresql/Bepcus-CYB]L/ — 3arpyxaemble mogynu CYB/[ onpeneneH-
HOW BEPCUU;
- /usr/share/postgresql/sepcusa-CYBI/ — pa3aensemble dannsl CYB[ onpene-
NeHHoW Bepcuu;
- /etc/postgresql/Bepcusi-knacrepa/uMsi-kuacrepa — KOH(UrypaunoHHble
drannbl KOHKPETHOIO KracTepa;
- /var/lib/postgresql/Bepcusa-knacrepa/uMs—-Kiacrepa — HENOCPEACTBEHHO
KaTanor A4aHHbIX KOHKPETHOro KnacTepa.
[anee npuBegeHoO onvcaHMe NCMNOb30BaHWS NepevmcneHHbix yTunuT. bonee nogpobHas

NHopMaLNSA MOXKET ObITb HalileHa B PYKOBOACTBE man AN KaXaoW U3 yTUMUT.

1.5.1. Co3paHue Knacrtepa - pg_createcluster

[Ona cospaHna knactepa CYB[ npumeHsaeTcsa yTunuTta pg_createcluster. YTunura
NPUHMMAET B KayecTBe apryMeHTOB Bepcuto U uma tpebyemoro knactepa. Npu atom cospa-
€TCA Kfactep ¢ HacTponkamm nNo ymonyaHuio. B koHe4yHOM cyeTe BbI3biBaeTca ytunuta CYB[]
PostgreSQL initdb, koTopon nepegatotcs npuHaTble B OC pacnonoxeHus pannos n Tekylime
3HayeHus nokanu. CyLiecTByeT BO3MOXHOCTb M3MEHEHNS NOBEAEHNSA MO YMOMYaHMIO C MOMOLLbIO
onuun.

dopmar Bbl3oBa:
pg_createcluster [onuuu] BepcHUsA-KJIaCcTepa UMsA-KJIacTepa [--port PORT]

Hanpumep, ona cosgaHmsa knactepa main, pabotatowero Ha nopty 5433, ans Bepcun
CYB[ PostgreSQL 9.6 Heo6xoaMMO BbINOMHNTB:
pg_createcluster 9.6 main --port 5433

1.5.2. YnpaBneHue knacrtepom - pg_ctlcluster

Onsa ynpaenenus knactepom CYB[] npumeHsaeTca ytunuTta pg_ctlcluster. YTunura
NPUHUMAET B Ka4ecTBe apryMeHTOB BeEPCUIO, UMsi TpebyemMoro knactepa v 0gHO M3 AENCTBUMN:

- start — 3anyck ak3emnndapa CYB[ ans ykasaHHOro Knacrepa;

- stop — ocTtaHoB 3k3emnnsipa CYB/[ ons ykaszaHHOro Knacrepa;

- restart — nepesanyck aksemnnsapa CYB[ ansa ykazaHHoro knacrtepa;

- reload — NOBTOPHOE YTEHME KOHUTypaUNOHHbIX ParrnoB yKasdaHHOro KracTtepa cep-

Bepom CYbB[;

- promote — cheuyuanbHas KoMaHga nepeBoda pe3epBHOro cepeBepa U3 COCTOSHMUSA

BOCCTaAHOBJEHUS B COCTOSIHME NpMema 3arnpocoB.

B koHeuwHOM cueTe Bbi3biBaeTcs ytunuta CYB[] PostgreSQL pg_ctl, KoTopon nepeaatoT-
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ca npunaTtble B OC pacnonoxeHus danno. CywecTByeT BO3MOXHOCTb M3MEHEHNSA NOBEAEHUS
Nno YMONM4YaHMIO C MOMOLLLIO OMLMNA.
dopmart BbI30OBa:
pg_ctlcluster [onumu] BepcusA-KJacTepa HUMA-KJacTepa OenucTBHe -- [onnuu pg_ctl]
Hanpumep, ans nepesanycka knactepa main gns sepcuun CYB[ PostgreSQL 9.6 Heobxo-
AUMO BbIMOSTHUTD:

pg_ctlcluster 9.6 main restart

1.5.3. YaoaneHue knactepa - pg_dropcluster

Ona ynaneHnuns knactepa CYB[ npumeHsaeTcsa ytunuTa pg_dropcluster. YTunura npu-
HUMaeT B Ka4yeCTBe apryMeHTOB BepCcuo N nmsa Tpebyemoro knactepa. Npu aTom yaansawoTcs
BCe (pannbl knacTtepa. YkaszaHue onuumn —--stop NPMBOAUT K OCcTaHOBKe cepBepa CYB/L nepen
yaaneHnem gpannos Knacrtepa.

dopmart BbI30OBa:
pg_dropcluster [--stop] Bepcusa-xkjlacTepa UHUMA-KJacTepa

Hanpumep, ans yaaneHus knactepa main gns sepcum CYB[ PostgreSQL 9.6 Heobxoam-
MO BbINOSTHUTb:

pg_dropcluster 9.6 main

1.5.4. NpocMoTp cocTosiHMe KnacTepoB - pg_lsclusters
[nsa npocMmoTpa COCToAHUSA cyulecTByowmx knactepos CYB[ npumeHseTca ytunuta
pg_lsclusters.
dopmar BbI30OBa:
pg_lsclusters
YTunuta BbIBOOUT CMUCOK CYLLIECTBYIOLLNX KNacTepoB B crieqyollemM Buae:
# pg_lsclusters
Ver Cluster Port Status Owner Data directory Log file

9.6 main 5432 online postgres /var/lib/postgresql/9.6/main /var/log/...

1.5.5. O6HOBNEeHue KnacTtepa - pg_upgradecluster

pg_upgradecluster 0B6HOBNAET cyllecTByowmmn knactep PostgreSQL Ha HoBYyto Bep-
CUIO KracTepa, yKasaHHYH C NMOMOLLbIO NapamMeTpa newversion (MO YMOSYaHUIO: NOCNEOHNAS
aocTtynHasa Bepcust). KoHdurypaunoHHble doannbl KONMPYHTCS CO CTaporo Knactepa Ha HOBbIN.

dopmar BbI3oBa:
/usr/bin/pg_upgradecluster [onuuu] cTapas—-BepCHUs HMs-KJlacTepa

[HOBHIF-KATaJ IO —IaHHEX ]

BHUMAHUE! T[locne 3aBepwweHuss npouecca OOGHOBMEHWA HeobxoguMmo ycTaHo-

BUTb NapameTp ac_auto_adjust_macs B 3HadyeHue false B KOHPUrypauuoHHOM cpaunne

postgresqgl.conf «HOBOro» Knacrepa.
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1.6. Ocob6eHHOCTM ynpaBrneHus pasrpaHnYeHMemM gocrtyna

MNMoagpo6Hoe onvcaHre u paclunpeHns s3bika SQL ans ynpaBneHust MaHaaTHbIM yripasne-

Huem goctynom npmseaeHbl B JokyMeHTe PYCBE.10265-01 97 01-1.

1.6.1. MaHpaTHOe ynpaBneHue JOCTYyNnom

B ocHoBe MexaHn3Ma MaHOATHOro yrnpasneHust AOCTYNOM NEXUT ynpaBneHne JoOCTYnoM
K 3awuwaembim pecypcam B[l Ha OCHOBE nepapxmyecknx nu Hemepapxmyeckmx MeTOK AocTyna.
OTO No3BOMSIET peann3oBaTb MHOTOYPOBHEBYIO 3alUTy ¢ obecnevyeHnemM pasrpaHmyeHuns goctyna
nosib3oBartenen K sawuiiaemoiMm pecypcam B[l n ynpaeneHne notokamu nHgopmauuun. B ka-
4YeCTBE MepapxXnUYECKNX U HENEpapPXMYeCcKnx METOK gocTyna npu ncrnons3osaHun CYBL B OC
ncnonb3yotcst MeTkn 6esonacHoctn OC.

[nsa xpaHeHnsa meTkn obbekTa B[] BBeaeHo cnyxebHoe none maclabel. Npu co3gaHum
noboro obbekta b1, oH MapkupyeTca MmeTkon 6e3onacHOCTM Nonb3oBaTtens Tekywen ceccun b[.
B nanbHenwem no aTon MeTke NPOn3BOAUTCS pasrpaHndeHne 4oCTyna K Co3gaHHOMY OObLeKTY.

CYB[ PostgreSQL He nmeeT coBCTBEHHOIO MexaHU3Ma Ha3Ha4YeHus1, XpaHeHUs U Moau-

CbI/IKaLI,I/II/I METOK norb3oBaTenien u Ncnonb3yeT Aanda 3Toro MexXaHm3mbl OC.

1.6.2. OrpaHu4eHnsa Npm NCNoNb30BaHUM PONEBOro ynpaBneHusa A0CTYNoOM

CYB[ PostgreSQL 6bina gopabotaHa ansa obecnedeHna COOTBETCTBUS TpeboBaHUAM
no 3awmrte UHOpPMaUUN OT HECAHKLMOHUPOBAHHOIO Aoctyna. [pu peanusaunmn HasBaHHbIX
TpeboBaHui Obina ycTaHoBNeHa HeobxoaMMocTb obecneveHnss COOTBETCTBUS NOSb30BaTemNemn
CYB[ yyeTHbiM 3anucam B OC.

BBeaeHbl 4ONOMNHUTENbHbIE NapamMeTpbl, OrpaHMyYMBaloLLMe pacnpocTpaHeHme npae ao-
ctyna (cm. PYCB.10265-019701-1).

1.6.3. Ocob6eHHOCTM OOHOBNEHUA KnacTtepa Npu UCNosib30oBaHMU pg_upgrade

pPg_upgrade — LWITaTHas yTunuTa no obHoeneHuto knactepoB PostgreSQL, Bxoasiuas B
COCTaB naketa postgresgl-contrib-9.x.

M3-3a pasnuunin mogenen MaHg4aTtHoOro ynpaeneHnsa AOCTYNOM Npu BbINONHEHUN OGHOBME-
HWSA C NMOMOLWbIO pg_upgrade Ha BEPCUIO 9.6 HEOOXOAMMO BKMOYUTL dofiar aBToMaTuyYeckoro
nogbemMa MeTkn 6e30MacHOCTU KOHTEMHEPHbIX 06bekToB 6a3 gaHHbIX (MapaMeTp ac_alow_-—
auto_adjust_mac = on). [Mpn wtatHon skcnnyataumm CYB[ aaHHbIM napameTp A0MmKeH ObiTb
OTKJIHOYEH.

[ns oBHOBNEHUS KnacTepa co cneaywmmMm 0603HaYEHUAMN:

NEW_VERSION — «HOBas» Bepcusd Knactepa,;

NEW_CLUSTER_NAME — UMS1 KHOBOFO» KIacTepa;

OLD_BIN — nyTb K «CTapoOMy» Karanory ¢ ucrosnHsemoimun cannamm PostgreSQL;

NEW_BIN — NyTb K KHOBOMY» KaTasiory ¢ ucnosnHsemMmbiMn garnnamm PostgreSQL;
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OLD_CONF — nyTb K KaTanory KoHuUrypaumoHHbIX (haiifioB «CTaporo» KracTepa;

NEW_CONF — nyTb K Katanory KoOHourypaunoHHbIX pannoB «HOBOro» Kractepa;

OLD_PORT — NOpPT «cTaporo» knactepa PostgreSQL;

NEW_PORT — nopT «HOBOro» knacrtepa PostgreSQL
npeaycMoOTPeH CreayoLwmnn TUNNYHBIN CLEHapUNA:
1) cosgaTb HOBbIM KnacTep:
$ sudo pg_createcluster PG_NEW_VERSION PG_NEW_CLUSTER NAME
2) B KOHUrypaunoHHOM pawnsne postgresgl.conf HOBOro Krnacrepa ykasaTtb
ac_allow_auto_adjust_mac = on
3) ybeauTbCs, YTO «CTapbIny» U «HOBbINY» KracTepa BbIKIoYeHbl. ECnn 3TO He Tak, BbIKMo-
YNTb X C NMOMOLLbIO YTUNUTLI pg_ctlcluster.
4) ncnonb3ysa yTUNUTY pg_upgrade, BbIMOMHUTL NPOLECC NepeHoca AaHHbIX CO «CTa-
poro» Ha «HOBbIA» KnacTep (koMaHay HeoH6XOAMMO BbIMOSIHUTL OT MMEHW NoNb3oBaTeNs
postgres.
$ /usr/lib/postgresql/9.6/bin/pg_upgrade -b PG_OLD_BIN -B
PG_NEW_BIN -d PG_OLD_CONF -D PG_NEW_CONF -p PG_OLD_PORT -P
PG_NEW_PORT}
BHUMAHUE! T[locne 3aBepweHuss npouecca OOGHOBMEHWA HeobxoguMmMo ycTaHo-
BUTb NapameTp ac_auto_adjust_macs B 3HadyeHue false B KOHPUrypauuoHHOM cpauvne

postgresqgl.conf «HOBOro» Knacrtepa.
1.7. CpeacTBa agMMHUCTPUPOBAHNA U obecnevyeHnss HageXHoOCTH

1.7.1. HacTtpouka pennukauum

Pennunkauna — mexaHn3mM CUHXPOHM3aUMN COAEPXKUMOrO HECKOMbKNX KONun 6a3 AaHHbIX.
PostgreSQL npepocTaBnser HeCKOMnbKo cnocoboB penskaLlmm KrnacTepos:

- nocparinoBas — oCHoBaHa Ha nokomaHaHom konuposaHun WAL-gannos (1.7.1.1));

- MOTOKOBasi — OCHOBaHa Ha TpaHcnupoBaHun notoka WAL-dannos BegyLlero cepsepa
Ha Begombin (1.7.1.2);

- CNOTbl pennukaumm — moandurkauusa noToKOBOW pennnkaumm, No3sonsaoLas pennuuu-
poBaTb COAEPXKMMOE OOQHOro BeayLLEero cepBepa Ha HECKOMbKO BeAOMbIX. B aTom pexume
BeOyLLMIN cepBep He yaanseT XXypHarbl TpaH3akuun 4o Tex nop, noka segombin (Be4oMble)
cepBepa He oTumTaroTcsa 06 nx npumeHeHun; (1.7.1.3))

- riormyeckas — OCHOBaHa Ha Nepecbifike U3MEHEHUN COCTOSIHUSA AaHHbIX BeAyLlero
cepBepa U NPUMEHEHUN UX Ha BEAOMOM;

Kpome Toro, BO3MOXHa pennukaumnsa 1abnuu nocpeacTBOM aCMHXPOHHOM CUCTEMbI pensin-

Kauuun Slony-I (1.7.1.4).

Mpy onMcaHuM pasnnyHbIX CNOocobOB HACTPOMKM pennnKaLmMm UCNoNb3YTCs crieaytoLime
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obo3HavyeHud:

- VERSION — Bepcusi CYB[] PostgreSQL;

- MASTER — UM Knactepa, SBnsitoLLerocs BeayLmnumMm cepBepom;

- MASTER_IP — IP-agpec BefyLiero cepsepa;

- MASTER PORT — nopT paboTbl BeAyLLIEro cepeepa;

- SLAVE — 1MS$ KracTepa, ABnswLLerocs Be4oMbIM CEPBEPOM;

- SLAVE_IP — IP-agpec BeqomMoro cepsepa;

- SLAVE_PORT — nopT paboTbl BE4OMOro cepBepa,;

- REPL — M4 nonb3oBarens, obnagatmowun npasamu pennukaumm (REPLICATION), OT
MMEHU KOTOPOro peanuayetcsa pennvkaums;

- WAL_DIR — kaTtanor gnsa xpaHeHusa WAL-gannos BeayLero cepeepa.

- REPL_PASSWORD — Nnaporb nonb3oBaTens, oT UMEHM KOTOPOro peanu3yeTcs pennuka-
uns,

- MASTER_ DB — 6a3a gaHHbIX, N3 KOTOPOW pensiMumnpyroTcs AaHHbIE;

- SLAVE_DB — 6a3a gaHHbIX, B KOTOPYH PEMNUUPYIOTCA OaHHbIE;

[nsa BbinonHeHna komaHa nepeHoca WAL-dannoB ¢ Begyuiero Ha BeOMbIN cepBepa

TpebyeTcsa yTunmTa rsync.

CTBUA:

1.7.1.1. Hactpouka nodannosou (Log Shipping) pennukauun

[nsa HacTponku nochannoBon pennukaumm HeobxoanMMo BbIMNONHUTL Crieayolmne gen-

1) ocTaHOBUTb BEOOMbIN KracTtep 6a3 AaHHbIX:

$ sudo pg_ctlcluster SVERSION S$SLAVE stop

2) cospgatb katanor gnga xpaHeHuss WAL dpannos:

$ sudo mkdir SWAL_DIR

3) HasHauuTb BriagenbLeM 3TOro Karanora nonb3oBaTend postgres:

$ sudo postgres.postgres $SWAL DIR

4) ycTaHOBUTb creaylowme napamMeTpbl B postgresqgl.conf BegyLlero cepsepa:
wal_ level = hot_standby

archive_mod = on

archive_command "cp %p S$WAL_DIR/%f < /dev/null’

1

archive_timeout
5) ynanutb Bce (¢pannbl B Katanore BegOMOro cepBepa 3a UCKNHYEeHUEM
pg_audit.conf:
$ sudo cd /var/lib/postgresql/$VERSION/S$SLAVE/ &&

sudo ls grep -v pg_audit.conf | xargs rm -rf
6) BbINOMHUTL ONepauun No CO30aHUI0 Pe3ePBHOM KOMUM BEAYLLETO CepBepa U NepeHecTun
€€ Ha BeOMbIN (BbIMOMHSAKTCSA OT MMEHM NOMb30BaTeNs postgres):
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$ psql -h SMASTER IP -p SMASTER_PORT -U $SREPL -d templatel -c "SELECT
pg_start_backup(’initial’);"

$ rsync -a /var/lib/postgresql/$VERSION/$MASTER/ *

postgres@S$SLAVE _IP:/var/lib/postgresql/S$SVERSION/SSLAVE/

-—exclude pg_log/* --exclude pg_xlog/* --exclude postmaster.* --exclude
pg_audit.conf >> /dev/null

$ psgl -h SMASTER_IP -p S$SMASTER PORT -U SREPL -d templatel -c "SELECT
pg_stop_backup();"

M pnmedaHumne. Ecnu cepBepa HaxoadaTcA Ha OAHOM XOCTe, TO MOXHO MCMNOJ1b30BaTb
cnegyloLwmMin BapnaHT KOMaHabl rsync:

$ rsync -a /var/lib/postgresql/$VERSION/$SMASTER/ *
/var/lib/postgresql/$VERSION/SSLAVE/ --exclude

pg_log/* —--exclude pg_xlog/* --exclude postmaster.*

--exlude pg_audit.conf >> /dev/null

7) yCTaHOBUTb CreayoLlmne napameTpbl B postgresqgl . conf BEAOMOro cepsepa:
hot_standby = on

8) cospaTb KOHUrypauuoHHbIA pann recovery.conf Ha BeJOMOM cepBepe (BbINors-
HAETCHA OT MMEHM NoNb30oBaTeNda postgres):

$ touch /var/lib/postgresql/S$VERSION/S$SLAVE/recovery.conf

9) B co3gaHHbIv hann recovery.conf 0OaBUTb cCneayroLne CTPOKM:

restore _command = ’/usr/lib/postgresql/$VERSION/bin/pg_standby -d -t
/tmp/trigger.$VERSION.S$SLAVE_ PORT S$WAL DIR %f %p %r 2’

recovery_end command = ‘rm -f /tmp/trigger.$VERSION.SSLAVE_PORT'

trigger file = ’/tmp/trigger $SLAVE.S$SLAVE_PORT’

10) BbINOMHUTL 3arycKk Be4OMOro cepeepa:

$ sudo pg_ctlcluster $VERSION $SLAVE start

1.7.1.2. Hactpounka notokoBomn (Streaming) pennukauumn

[na HaCcTpOWMKM NOTOKOBOW pennmkaunm HeobxoaMmMo BbINOMHUTL Creayowme 4eNCTBUS:
1) ocTaHOBUTb BE4OMbIN KracTtep 6a3 AaHHbIX:

$ sudo pg ctlcluster S$SVERSION S$SLAVE stop

2) yctaHOBWUTbL criegylowme napameTpbl B postgresql . conf BeayLero cepaepa:
listen_addresses = ’'*’/

wal_level = hot_standby

max_wal_ senders =1

wal keep segments = 32

3) HaCTpOUTb ayTeHTl/I(bI/IKaLI,VIlO nonb3oBaTtens SREPL, pa3pewns eMy noaKmni4aTbCA K
6a3e gaHHbIX replication c IP-agpeca $SLAVE_IP, no6GaBuB cnegyoLlyto CTPOKY B
pg_hba.conf Beayllero cepsepa:
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host replication $REPL S$SLAVE_IP trust
MpumeyaHune. BmecTo trust AormkeH ObITb UCNonbL3oBaH 6onee HageXHbIN MeTof,
ayTeHTumKauunu.
4) ypanutb Bce dalnbl B KaTanore BeOOMOro cepBepa 3a WCKIHOYEHMEM
pg_audit.conf:
$ sudo cd /var/lib/postgresql/$VERSION/S$SLAVE/ &&

sudo ls grep -v pg_audit.conf | xargs rm -rf
5) BbINONHUTL ONepaLmn No Co3aaHN0 Pe3EePBHON KOMUKM BEAYLLIETO cepBepa U NepeHecTu
€€ Ha BeOMbIN (BbIMOMHSAKTCSA OT MMEHM NOMb30BaTeNs postgres):
$ psgl -h SMASTER IP -p SMASTER PORT -U S$REPL -d templatel -c "SELECT
pg_start_backup(’initial’);"
$ rsync -a /var/lib/postgresql/$VERSION/$SMASTER/ *
postgres@S$SLAVE_IP:/var/lib/postgresql/SVERSION/SSLAVE/
--exclude pg_log/* --exclude pg_xlog/* --exclude postmaster.* --exclude
pg_audit.conf >> /dev/null
$ psql -h SMASTER IP -p SMASTER_PORT -U $REPL -d templatel -c "SELECT
pg_stop_backup();"
M pnmedaHumne. Ecnun cepBepa HaxoadaTcA Ha 0AHOM XOCTe, TO MOXHO MUCMOoJ1b30BaTb
CrneayrLnin BapmaHT KOMaH4bl rsync:
$ rsync -a /var/lib/postgresql/$VERSION/$MASTER/ *
/var/lib/postgresql/$VERSION/SSLAVE/ --exclude
pg_log/* --exclude pg_xlog/* --exclude postmaster.*
--exlude pg_audit.conf >> /dev/null
6) ycTaHOBWUTb criegyloLme napameTpbl B postgresql . conf BEAOMOro cepaepa:
hot_standby = on
7) co3gaTb KOHPUrypaunoHHbI hann recovery.conf Ha BeQOMOM cepBepe (BbINors-
HAETCHA OT MMEHM NONb30BaTeNd postgres):
$ touch /var/lib/postgresql/$VERSION/$SLAVE/recovery.conf
8) B co3gaHHbIN hann recovery.conf 06aBUTL creaylowme CTPOKU:

standby mode = ‘on’
primary conninfo = ’'host=$SMASTER_IP port=$MASTER_PORT user=S$REPL’
trigger_file = ' /tmp/trigger $SLAVE.S$SLAVE_PORT’

9) BbINOMHUTL 3aMyck BEAOMOro cepBepa:

$ sudo pg_ctlcluster SVERSION $SLAVE start

1.7.1.3. HacTtponka pennmkaumm ¢ NOMOLLbIO CIIOTOB pensinkauum

[lna HacTponku pennukaumm ¢ NOMOLLbIO COTOB peniMkaumm HeobxoamMmo BbINOSTHUTD
cnepywowme OeNcTBmS:

1) ocTaHOBWUTb BEOOMbIN KracTtep 6a3 AaHHbIX:
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$ sudo pg ctlcluster S$SVERSION S$SLAVE stop
2) yctaHOBWUTbL criegylolme napameTpbl B postgresql . conf BeayLero cepaepa:
listen_addresses = ’'*’/
wal_level = hot_standby
max_wal_ senders =1
max_replication_slots = 1
3) HaCTpOUTb ayTeHTl/I(bI/IKaLI,VIlO none3oBaTens SREPL, pa3pewns eMy noaKmni4aTbCA K
ba3e gaHHbIX replication ¢ IP-agpeca $SLAVE_IP, nob6aBuB cnegyoLyto CTPOKY B
pg_hba.conf Beayllero cepsepa:
host replication $REPL S$SLAVE_IP trust
MpumeyaHune. Bmecto trust aomkeH ObITb UCNONb30BaH Oonee HaaeXHbIM MeToq
ayTeHTudmKaumu.
4) ypanuTb BCe (pannbl B KaTanore BeOOMOro cepBepa 3a MWCKIHYEHNEM
pg_audit.conf:
$ sudo cd /var/lib/postgresql/$VERSION/SSLAVE/ &&

sudo ls grep -v pg_audit.conf | xargs rm -rf
5) BbINONHUTL ONEpaunn No Co34aHN0 PE3EPBHON KOMMUK BEAYLLIETO CeEpBEPA U NEPEHECTU
ee Ha BeloOMbIN (BbIMOSMHSAKTCS OT UMEHU Nornb3oBaTens postgres):
$ psgl -h SMASTER_IP -p S$SMASTER PORT -U SREPL -d templatel -c "SELECT
pg_start_backup(’initial’);"
$ rsync -a /var/lib/postgresql/$VERSION/$MASTER/ *
postgres@S$SLAVE _IP:/var/lib/postgresql/$SVERSION/SSLAVE/
--exclude pg _log/* --exclude pg_xlog/* --exclude postmaster.* --exclude
pg_audit.conf >> /dev/null
$ psgl -h SMASTER_IP -p S$SMASTER PORT -U SREPL -d templatel -c "SELECT
pg_stop_backup();"
MpnmeyvyaHue. Ecnu cepeepa HaxogaTca Ha OQHOM XOCTE, TO MOXHO MUCMONb30BaTb
cnegyoLwmn BapnaHT KOMaHabl rsync:
$ rsync -a /var/lib/postgresqgl/$VERSION/$SMASTER/ *
/var/lib/postgresql/$VERSION/$SLAVE/ --exclude
pg_log/* --exclude pg_xlog/* --exclude postmaster.*
-—exlude pg_audit.conf >> /dev/null
6) cosgaTtb CroT pennukaunm Ha BedyLlem cepBepe:
$ psgl -h SMASTER_IP -p S$SMASTER PORT -U SREPL -d templatel -c "SELECT
pg_create physical replication_slot(’slave’);"
7) ycTaHOBUTb criegyouine napameTpbl B postgresql .. conf BEAOMOro cepsepa:
hot_standby = on
8) cospgaTb KOHUrypauuoHHbIM hann recovery.conf Ha BeJOMOM cepBepe (BbINors-
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HAETCHA OT MMEHM NONb30BaTeNda postgres):
$ touch /var/lib/postgresql/S$VERSION/S$SLAVE/recovery.conf
9) B co3gaHHbIN hann recovery.conf o6aBUTL crieaylowmMe CTPOKU:

standby_mode = ’on’

primary conninfo = "host=$MASTER IP port=SMASTER_ PORT user=S$REPL’
trigger file = ’/tmp/trigger_ $SLAVE.S$SLAVE_PORT’

primary slot_name = ’'slave’

10) BbINOMHUTL 3aryck Be4OMOro cepeepa:
$ sudo pg_ctlcluster $SVERSION $SLAVE start
1.7.1.4. Hactpouka pennukauum ¢ nomouibio Slony-I
Slony-I — cCUCTEMa acUHXpPOHHOM «Beaywmn-segombii» pennukaumm ansa CYB[
PostgreSQL. MNoggepxusaet cnegyrouime BO3MOXHOCTH:
- nogaepxka HeCKONbKUX BEAOMbIX Y3I10B;
- noggepkka 4YacTUYHOW pennimkauun, To ecTb pensnkaunm Tonbko onpeaeneHHoro Habo-
pa Tabnuu;
- nogAep)kka pennukauumn pasHbix Tabnuy Ha pasHble Be4oMble Y3ribl;
- nogaepxka pennuMkauumn pasHbix Tabnuy ¢ pasHbIX MacTepoB Ha OAWH BEAOMbIN y3en.
[nsa HacTporkn pennukaumm ¢ NoMoLbo Slony-I HeEOOXOAUM NpeayCTaHOBIIEHHbIN
naket slonyl-2-bin, a Takke nakeT postgresql-9.x-slonyl-2 Ha BegyLiemMm 1 BeQOMOM
cepBepax, 3aTeM BbINOSTHUTb AENCTBUS:
1) Ha BeagyLweM 1 BeOMOM cepBepe co3faTh Nosib3oBaTtens, 0T UMEHN KOTOPOoro dyaet
npoucxoanTb pennukaums ¢ npasoM SUPERUSER;
2) Ha BeayLlleM U BEAOMOM cepBepam co3faTb 6a3bl JaHHbIX SMASTER DB, $SLAVE_ DB,
a Takke Tabnuupbl, U3 KOTOPOW U B KOTOPY OyayT pennmumupoBaTbCs AaHHbIE.
MpnmevyaHune. Slony-I NogaepXKmBaeT pennukaumo Tabnuu Npy ycrnoBumn, eCnm oHN
coaepxaT nepBuYHbIN Krtod (PRIMARY KEY), a Takke ecrnu Tabnuubl MMEKT 0gUHaKOBYHO
CTPYKTYpY (OAMHAKOBOE KONMMYECTBO CTONMOLIOB 1 COBMNagaroLme TUnbl JaHHbIX B HUX);
3) HasHauMTb MaHAaaTHble aTpubyThl HA 00bEKTLI Ba3 JaHHbIX (ecnn HeobxoauMmo);
4) Ha BeayLleM cepBepe 3anycTuTb cnyx0y slonik OT MMeHM NoNb3oBaTenNs postgres:
slonik << _EOF
cluster name = slony_ example;
node 1 admin conninfo = ’"dbname=$MASTER DB host=$MASTER IP
port=$MASTER_PORT user=$REPL password=$REPL_PASSWORD’ ;
node 2 admin conninfo = ’dbname=$SLAVE_DB host=SLABE_IP
port=$SLAVE_PORT user=$REPL password=$REPL_PASSWORD' ;
init cluster ( id=1l, comment = ’'Master Node’);

create set (id=1l, origin=1, comment='All tables’);
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# 3Oech yKasHBawTCA TabJuLE,
# XoTopHe OYyOyT PEelyIMUUPOBATLCS Ha BEOOMHN CepBep
set add table (set id=1l, origin=1,

fully qualified name = ’'public.test’, comment=’test’);

store node (id=2, comment = ’Slave node’, event node=1l);

store path (server = 1, client = 2, conninfo='dbname=$MASTER DB
host=$MASTER_IP port=$SMASTER_PORT user=$REPL
password=REPL_PASSWORD' ) ;

store path (server = 2, client = 1, conninfo='dbname=$SLAVE_DB
host=SLABE_IP port=$SLAVE_PORT user=S$REPL
password=REPL_PASSWORD’ ) ;

store listen ( origin 2);

1);

1, provider 1, receiver

store listen ( origin = 2, provider = 2, receiver

_EOF_
5) Ha BegoMomMm cepBepe 3anycTutb cnyx0y slonik OT MMEHW NOMb3oBaTeNs postgres:
slonik << _EOF__

cluster name = slony_ example;

node 1 admin conninfo = ’dbname=$MASTER DB host=$MASTER IP
port=$MASTER PORT user=$REPL password=REPL_ PASSWORD’;
node 2 admin conninfo = ’'dbname=$SLAVE DB host=SLABE_ IP
port=$SLAVE PORT user=$REPL password=REPL_PASSWORD’ ;

subscribe set ( id = 1, provider = 1, receiver = 2, forward = no);
_EOF_
6) Ha BepdyLleM cepBepe 3anycTuUTb CNyX0y pennukaumm slon OT UMEHM NONb30BaTENS
postgres:
slon slony example "dbname=$MASTER_DB port=$MASTER_IP

host=$MASTER IP user=3REPL password=$REPL_PASSWORD"
7) Ha BeOOMOM CepBepe 3anyCTuTb Cry0y pennmkaumm slon OT MMEHWN MOSbL30BATENS
postgres:
slon slony example "dbname=$SLAVE_DB port=$SLAVE_IP

host=$SLAVE_IP user=$REPL password=SREPL_ PASSWORD"
BHUMAHMUE! Ecnu meTka 6e3onacHocTv Tabnuu, U3 KOTOPOW pennuumMpytoTCcs U B KOTO-

Py pennMUMpPYIOTCS, HE CoBMNagaeT, TO Npouecc pennukaunm gaHHbIX Tabnuvubl 6yaeT ocTaHOBIEH.
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Mpun 3aTOM B XypHan cny06bl pennnkaumm slon BEAOMOro cepepa byaet nobasneHo crnegytollee
coobLleHune:
ERROR remoteWorkerThread 1: Table "public"."test" on provider does not match
on subscriber
B atom cnyyae Heobxoanmo:

1) yoanuTtb cxemy knactepa slony-I Ha BeJOMOM cepBepe:

DROP SCHEMA _slony example CASCADE;

2) CKOppeKTupoBaTb MaHAaTHble aTpubyTbl pennmumupyemMbix Tabnuu;

3) nepesanycTuTb Cry>0bl pennukauun slon Ha BEAOMOM CepBepe.

1.7.2. Pgpool-II

Pgpool-II npeacraBndetr cobon MpOKCU-NPOCIIONKY Mexay CepBepoOM U KIneHTamu,
Npo3payHyto Anst 06omx, U MOXET OPraHN30BbIBaTb NyN A8 OrpaHnyYeHns coeanHeHnn. Peanuayet
crneayoLmne BO3MOXHOCTMU:

- CO3[aHune BbICOKONPOU3BOAUTENBHOM CETEBOMW CTPYKTYPbl MEXAY y3namu, Knactepamu

N Nonb3oBaTeNAMMU;

- CMHXPOHHas pennukauusa JaHHbIX HA MHOXECTBO cepBepoB 6e3 OCTaHOBKY;

- GanaHCMpOBLLUMK Harpy3kn Mexay y3namu Krnacrepa;

- Failover — oBHapyXeHue oTka3sa U NepeknioyeHnsa HarpysKku.

HacTtponka Pgpool-II 3aknioyaeTcss B U3BMEHEHUM KOHUTYpaLMOHHbIX NapamMeTpoB
danna /etc/pgpool2/pgpool.conf. OTOT ans No CTPYKTYpE CXOX C KOHPUTYpaLMOHHbBIM
dannom postgresqgl.conf CYB[] PostreSQL n umeet cuHTakcuc kmmou = sxHauenue. CUMBO-
NIOM KOMMEHTapus aBnsieTcs #.

Ona HacTpoukum ayTeHTUMUKaUMM  UCNOoSb3yeTca  KOHMUIypauuoHHbIn  dhaunn
/etc/pgpool2/pool_hba.conf, KOTOPbIN UMEET CreayHLNIA CUHTAKCUC:
local DATABASE USER METHOD [OPTION]
host DATABASE USER CIDR-ADDRESS METHOD [OPTION]

OnuncaHne OCHOBHbIX NAapaMeTPOB KOHGUIypaLMOHHOro danna NnpuBeaeHo B

Tabnuua 4 — OCHOBHblE NapaMeTpbl KOHUrypaunoHHoro ganna pgpool?2.conf

MapameTp Onucanue

listen_addresses Onpenensaet TCP/IP-agpeca, No KOTOpbIM CepBep AOIMKEH O0XnaaTb
COEANHEHUS OT KIMEHTCKUX NPUNOXEHUIN. 3Ha4YeHne hopMupyeTcs B
BMOE nepevHsi pasgerneHHbiX 3ansTon MMeEH y3roB U/Unn YNCHOBLIX
IP-agpecoB. CneunanbHbIN 3HaK * COOTBETCTBYET BCEM AOCTYMHbIM
IP-agpecam. Ecnu cnncok nycTt, cepBep He crnywaeT HU oauH IP-
nHTepgenc. B aTom cnyyae ycTtaHOBKa COeAVHEHUSI C CEpPBEPOM
BO3MOXHa TOMNbKO C Mcnosnb3oBaHnem gomMmeHHbIx coketoB UNIX. Mo
YMOMYaHUIO 3HaYEeHMEM NnapamMmeTpa ABnaeTcs *.
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MapameTp

OnucaHne

port

Onpenensaetr TCP-nopT, Ha KOTOPOM CepBep OOMKEH OXMAaaTb CO-
€OVHEHNS OT KIMMEHTCKUX NpunoxeHun. CriegyeT OTMETUTb, YTO ANd
Bcex |P-agpecoB, ykasaHHbIX B listen_addresses (string),
NCMonb3yeTcst OAMH U TOT Xe MOpPT.

backend hostnameN

Onpepensier TCP/IP agpec N-ro cepepa PostgreSQL.

backend portN

Onpepensier TCP-nopT N-ro cepBepa PostgreSQL.

backend_weightN

Onpependet gosnto Harpy3kn Ha N-bin cepep PostgreSQL.

backend _data_directoryN

OnpepgendeT nyTb K kKaTanory PGDATA N-ro cepeepa PostgreSQL.

enable_pool_hba

Ecnun aTOT napameTp yCcTaHOBMEH B on, TO Pgpool-II 6yaeT wuc-
Nnonb30BaTh KOHPUIYpPaUNOHHbIN (hann pool hba.conf Ansa aytex-
TUdUKaLUKN KITMEHTOB.

log_destination

OnpegensieT, kyaa BblBoauTb cooblleHus. Mo ymonyaHuio stderr,
Takke noaaepKMBaeTcs PEXUM BblBoAa B syslog.

load_balance_mode

Ecnu aToT napameTp ycTaHOBIEH B on, TO Pgpool-I1 paGoTtaeT B
pexume GanaHCUPOBKM Harpy3ku cepeepoB. Mo ymonyaHuio of f.

master_slave_mode

Ecnun a10T napameTp ycTaHoBMEH B on, TO Pgpool-II Byaet pabo-
TaTb B pexume Beaywmin-segomelit. Mo ymonyaHmo of £.

master_ slave_sub_mode

OnpegensieT pexum pennukauumn cepeepoB. MoXeT NnpuHMMaTh 3Ha-
YyeHnsa slony U streaming.

replication_mode

Ecnun 310T napameTp yCcTaHOBMNEH B on, TO Pgpool-II OyaeT oOT-
npaBnATb KONUM 3anpocoB Ha Bce cepBepa. 1o ymonyaHuio of f.

replicate_select

Ecnu aToT napameTp ycTaHoBneH B on, TO Pgpool-II Byaer OT-
npaenaTb KOMaHabl No Bbl6oOpy AaHHbIX (SELECT) Ha Bce y3nbl. [1o
ymonyaHuio of £.

sr_check_user

OnpegenseT nma nonb3oBaTens, NPoBePALLEro CTaTyC pennumkauun.
Mo ymonyaHuio nobody.

sr_check password

OnpegensieT naponb Nofb3oBaTens, NPOBEPSIIOLLEro CTaTyC pennuka-
umm. Mo ymonyaHuio UCronb3yeTcs NycToe 3HayeHue.

[Onsa otobpaxeHna pasnuyHon uHdopmMauun Pgpool-II MOryT ObiTb UCMOMb30BaHbI

crneayoLlme KOMaHabl:

- SHOW pool_status; — nony4nTb MHPoOpMaLno o KoHduUrypauum Pgpool-IT;

- SHOW pool_nodes; — NONy4YnTb MHpOpMaLMIO 06 yanax;

- SHOW pool_processes; — Nony41Tb MHOpMaLmo 0 npoueccax Pgpool-IT;

- SHOW pool_pools; — NONyYnTb MHpOPMaLUIO O Nyrne NpoLeccos;

- SHOW pool_version; — nosny4YnTb MHGOPMaLUIO O Bepcun Pgpool-I1I.

1.7.2.1. Hactpouka ayteHTUdUKaLm

Pgpool-II noadepXuBaeT crieaytolime MeToabl ayTeHTuduKauun: trust, reject, md5

M pam.

[ns HacTpowku ayTeHTUdMKaLumMm no metoay md5 TpebyeTcs BbINONMHUTL criegytoLlmne
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JencTBus:

1) cosgaTtb naposb Ans Nonb3oBaTens:

$ sudo pg_md5 --md5auth IIAPOJIb --username HMS IIOJIB30BATEIJIA

2) ycTaHOBUTb MeTod ayTeHTuduKkaumm md5 B pool_hba.conf;

3) nepesanyctutb Pgpool-II:

$ sudo service pgpool2 restart

BHUMAHMUE! Ecnun B npouecce paboTbl crnyX6bl Pgpool-II 6651 CMEHEH Naporb, TO
HeobXxo4MMO BbINOMHUTL Nepes3anyck CryXobl.

[na HacTpomnkn ayTeHTUdmkauumn no metogy pam Tpedyercsa ckonmpoBaTb dhann-wabnoH
/usr/share/doc/pgpool2/examples/pgpool.pam B KaTtanor /etc/pam.d, ecnn Heob-
XOAUMO, AOMOMHUTBL CLEHapusiMu, Nnocne 4Yero yCTaHOBUTb MeTof ayTeHTMduKauum pam B
pool hba.conf.

1.7.2.2. HacTtponka npoTOKONUpPOBaHUA

[ns Toro, 4To6bl HACTPOUTL MPOTOKONMPOBAHME COOLITUI B (hain HEOBXOANMO BbINOMHUTL
cnepywolwme OenNcTBuS:

1) B KOHpurypaumoHHoMm camnne /etc/pgpool2/pgpool.conf YyCTaHOBUTD:

log destination = ’'syslog’

2) B KOH(UrypaumoHHbln hann /etc/rsyslog.conf cnyxbbl NpPOTOKONUPOBAHUA

rsyslog fo6aBuUTb CTPOKY:

local0.* /var/log/pgpool.log

3) nepesanycTuTb Cry>0y NPOTOKONMPOBaHNS rsyslog:

$ sudo service rsyslog restart

4) nepesanyctutb Pgpool-ITI:

$ sudo service pgpool2 restart

Tenepb Bce coobueHns OT cnyxbbl Pgpool-II OyoyT 3aHOCUTBCA B XXypHan
/var/log/pgpool.log.

1.7.2.3. Hactpounka Pgpool-II B pexume Beagywmin-seaombin

BHUMAHUWE! Hactponka Pgpool-II B pexume «Begywmnn-segombiny MoxeT ObiTb
npoun3seaeHa ToNbKO A5 KNnacTepoB OAHOW BEPCUM.

[ns HacTponkn Pgpool-II B pexume «Beaywmmn-seaombliny Heo6xoanmo:

1) BbINONMHUTL HACTPOIKY NpOTOKONMpoBaHus cornacHo [1.7.2.2]

2) BbINONHUTL HACTPOWKY pennukaumm cornacHo (1.7.1.2\unm (1.7.1.4;

3) B pann /etc/pgppol2/pgpool.conf AobaBuTb AaHHbIE 00 y3nax, Hanpumep:
backend hostname0 = ’192.168.1.101"

backend port0 = 5432

backend weight0 = 1

backend data directory0 = ' /var/lib/postgresql/9.6/master’
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backend hostnamel = 7192.168.1.102

backend portl = 5433

backend_weightl = 1

backend data_directoryl = ’'/var/lib/postgresql/9.6/slave’

4) B hbanine /etc/pgpool2/pgpool.conf N3MEHUTb 3HAYEHWE CreayrLmnxX napameT-
pOB:

master_slave_mode = on

Takxe YCTaHOBUTb NCNosib3yeMbIN pexum pennmkayum (mnapameTp
master slave sub_mode;

5) B panne /etc/pgpool2/pgpool.conf ykasaTb MMs MNofb3oBaTesnis, NpoBeps-
IOLWEero akTUBHOCTb pennukaumn, n ero naponb (napametpbl sr_check _user wu

sr_check_password COOTBETCTBEHHO);
6) HacTpouTb ayTeHTudMKaumto cornacHo [1.7.2.1]
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NMEPEYEHb COKPALLEHUA

B — 06a3a gaHHbIX

EMM — eanHoe npocTpaHCTBO nosib3oBaTenemn

KC3 — komnnekc cpeacTts 3alluThl

HCL — HeCaHKUMOHMPOBAHHbLIN AOCTYN

OC  — onepauuoHHas cuctema creumanbHoOro HasHadyeHus «Astra Linux Special Edition»

CYB — cuctema ynpasneHnsa 6azamu gaHHbIX

ALD — Astra Linux Directory (eguHoe npoCTpaHCTBO nosib3oBaTenen)

HBA — Host-based Authentication (ayTeHTU1Kaumna Ha OCHOBE agpecoB Yy3r0B CEeTH)
IP — Internet Protocol (mexceTteBor NpoToKon)

PAM — Pluggable Authentication Modules (nogkntoyaemblie Mogynn ayTeHTUdMKaLnn)
SQL — Structured Query Language (a3biKk CTPYKTYpMpPOBaHHbIX 3arnpoCcoB)

SSL — Secure Sockets Layer (npoTokon 3awmLuieHHbIX COKETOB)

TCP — Transmission Control Protocol (npoTtokon ynpaeneHus nepegadyen gaHHbIX)

UID — User Identifier (naeHTndmnkatop nonb3osatens)
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Jlnct pernctpaunn nameHeHun

Homepa nnctoB (cTpaHuu) Beero BxoasiLuuit
HoMep conpo-
n nvcros Homep BO VITF:EJ'II:HCF))I'O Moanuce| Oata
3M{ nsmeHeH- | 3ameHeH- HOBBIX @HHYNMPO- | (crpanuu) | mokymenTa a0 a0
HbIX HbIX BaHHbIX | 1okymenTe AOKyMeHTa
npaTa

1 Bce PYCB.14.09-18 25.12.18
2 Bce PYCB.15-20 01.06.20
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