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1. OBLLUUE YKASAHUA

1.1. MNepeq akcnnyataumen onepaumoHHOM CUCTEMBI CnelmanbHOro HasHadyeHnsa «Astra
Linux Special Edition» PYCBE.10015-01 (nanee no Tekcty — nsgenune) HeobxogumMo 03HaKOMUTLCH
C aKcnnyaTaumoHHon gokymeHTtaumen cornacHo PYCB.10015-01 20 01 «OnepaunoHHas cuctema
cneumanbHoro HasHadeHums «Astra Linux Special Edition». BegomocTb akcnnyaTtauyyMOHHbIX
OOKYMEHTOBY.

1.2. B cnyyae obHapyxeHus gedektoB Ha DVD-guckax nsgenus cnegyet obpaluarbes K
M3roTOBUTENIO.

1.3. dopmynsap cooepXuT cBegeHms 06 OCHOBHbIX XapaKTePUCTUKAX U KOMMITEKTHOCTM
n3penus, a Takke cBegeHus 06 N3rotToBneHMn, ynakoBke n akcnnyarauum nagenus. MNpun atom
B JTMLEH3MOHHbIX JOroBOpax ykasblBaloTCA Crieaylolmne ceegeHnsa o npegocTaBnsieMoM rnpase
MCNOb30BaHUA:

1) CpOK NpenocTaBneHnst npasa MCNosib30BaHUSA U3Oenng;

2) KONUYeCTBO 3K3EMMNIISAPOB CPEACTB BblYUCIIMTENBHON TEXHWKM, HA KOTOPbIX paspeLueHa

aKcnnyataums nsgenus;

3) BapuaHT NULEH3NPOBaHUSA, ONpPeaensoWnin pa3peLlleHHble K MUCMNOSib30BaHUIO B

npouecce akcnnyataummn dyHkumn 6esonacHoctn’ ;

4) WHble cBeaeHus.

CeegeHunda 06 obbeme npas, YCTaHOBMEHHbIX NINLEH3MOHHBIM LOrOBOPOM, MPOCTaBNATCS
narotouTenem B pasgene [13|HacToswero popmynspa. Mpy M3MeHeHUn NULLEH3MOHHOTO A0roBopa
AaHHble CBeAeHMs1 MOryT ObITb CKOPPEKTMPOBAHbI N3rOTOBUTENEM MyTEM BbiMycka OlonneTeHs
(nncTa BHMMaHus) K hopmynspy.

1.4. dopmynsap AOMKEH HAXOOUTLCA Y OOMMKHOCTHOMO Nuua (agMuMHUCTpaTopa cny»Kobl
©6e3onacHOCTK), OTBETCTBEHHOIO 3a SKCNyaTauumo nsgenus.

1.5. B dpopmyndape He JonyckarTcsa 3anMcu KapaHgalloMm, CMbIBaOLWNMMUCS YepHUNamu,
nogyucTkn. HenpasunbHas 3anuck JOMKHA ObITb akKypaTHO 3a4epKHyTa U psSiAOM 3anucaHa HoBas!.
HoBas 3anuncb gomkHa bbiTb 3aBepeHa OTBETCTBEHHbIM NMUOM. [ocne noannucu NpocTaBnsaoT
damMnnmio N MHUUManbl OTBETCTBEHHOro nuua (BMECTO MOANUCK [OMyCKaeTcs NpoCTaBnAaATb

NWYHBIW WITAaMN UCMOSTHUTENS).

") CeepeHus 0 BapuaHTax NULEH3UPOBaHWS, MpedycMaTpusalolMX NpeaocTaBreHne npasBa MCMonb30BaHMs
peanu3oBaHHbIX B u3genum QyHKUun 6e3onacHoOCTU, M3NoXeHbl B AokymeHTe PYCB.10015-01 31 01

«OnepaunoHHas cucteMa cneumanbHOro HasHadeHust «Astra Linux Special Edition». OnucaHue npumeHeHns».
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2. ObWHME CBEOEHUA

2.1. HanmeHoBaHue nporpammHoro nsgenus: OnepauymMoHHasa cuctema cneumanbHOro
HasHa4veHus «Astra Linux Special Edition».

2.2. ObosHaveHune nporpammHoro nagenus: PYCB.10015-01.

2.3. HaumeHosaHue nsrotosutens: OO0 «PycbUTex-AcTtpa».

2.4, KOHTaKTbl CRNyX0bl TexHU4eckorn nogaepxkm wusgenusa: +7 (495) 369-48-16

(mobaBoyHbIN 100), https://support.astralinux.ru.


https://support.astralinux.ru
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3. OCHOBHbIE XAPAKTEPUCTUKU

3.1. lagenue npegHasHayeHoO And nNpUMMEHeHMA B cocTaBe WHAOPMAaLMOHHbBIX
(aBTOMaTM3MPOBaHHBIX) CUCTEM B Liensax 06paboTku 1 3awmThl!) nHdopmaumm nobon Kateropum
,qomynaz) — 06LeaoCcTynHOM MHhopMauuK, a Takke MHopMauuKn, 4OCTYN K KOTOPOW OrpaHnUYeH
denepanbHbIMK 3aKoHamMu (MHGOpMaLMK OrpaHNYEHHOro AocTyna).

3.2. B nspenve Bxogart cnegyrouime KOMNOHEHTbI:

- sapo OC,;

- cpeacTea ycTaHOBKM 1 HacTpownkn OC;

- CUCTEMHbIE N CEPBUCHbBIE YTUMNTBI;

- D©asoBble ceTeBble CryX0Obl;

- CpeAcTBa opraHu3aumm eguHoro npoctpaHcTea nonb3osatenen (ENMM);

- NporpamMmmbl 3alnLEHHON rpadnyeckon NogCUCTEMBI;

- CcpeacTBa ynpasreHust NPorpaMmMHbIMKU NakeTamu;

- cpeacTBa ynpasreHus KOHurypaumsamu;

- cpeacTBa pe3epBHOro KONMPOBaHNSA U BOCCTAHOBNEHMUS OaHHbIX;

- cpepncTsa BupTyanusaumnmn® ;

- cpeacTea KoHTelHepusauun® ;

- CpeacTBa KOHTPOSS MNOAKIOYEHNS CbEMHbIX MALUMHHBIX HOCUTENen MHopmaunu;

- 3aLMLLEHHbIN KOMMMEKC NporpamMm neyatn u yyeta 4OKYMEHTOB;

- 3aLMLLEHHbIN KOMMMEKC NpOorpamMm rmnepTekcToBon 06paboTKn AaHHbIX;

- 3aWMLeHHasn cuctema ynpaeneHus 6asammn gaHHbIX;

- 3alUMLLEHHbIA KOMMMNEKC NporpamMm 3neKTPOHHOWN MoYThI;

- NakeT OPUCHLIX NporpamMm.

3.3. UN3penve npegocTtasnseT creqyowme BO3SMOXHOCTU:

- YCTAHOBKY W YHKUMOHMPOBAHWE Ha CpeacTtBax BbIYUCIAUTENBHON TEXHUKU C

NPOLIECCOPHOM apXUTEKTYpOr x86-64, a Takke nogaepky nepudepuinHoro o6opyaoBaHns;

- YCTaHOBKY 1 (DYHKLMOHNPOBAHNE Ha CpeacTBax BbIYUCIINTENBbHOW TEXHUKN, OCHALLEHHbIX

CEHCOPHbIM YCTPOMCTBOM YyKa3aHusa Ha YyBCTBUTENbHOW 0OnacTy akpaHa aucnnes npu

NOMOLLM MPUKOCHOBEHUS (TUna «touch-screeny);

noaaepXKy OCHOBHbIX ceTeBbIX NpoTokonos cteka TCP/IP;

co3faHue 3aluuLLeHHON cpeapbl BupTyanusaummn® ;

opraHm3aunto ceTeBoro JoMeHa C LUeHTparim3oBaHHbIM XpaHeHNeM y4YeTHbIX 3anucew;

LEeHTparim3doBaHHOE yrnpaslieHne KOH(bVIpraLI,I/IFIMI/I;

) OT HecaHKLMOHMPOBAHHOIO AOCTYNa.

2B cootsetcTBMM ¢ PegepanbHbiM 3akoHOM oT 27.07.2006 Ne 149-03 «O6 uHbopmMaummn, MHHPOPMAaLMOHHBIX
TEXHOMOMMsSX 1 0 3almTe nHdopMauumny (Ctatbs 5, NyHKT 2).

%) Ins npoLieccopos, NoAAEPKMBAOLLIMX TEXHONOMMU BUPTYanm3aaLmm.
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NOAAEPXKKY OTKA30yCTOMYMBOIO pexunma paboTb;

paboTy ¢ MyNnbTUMEOUNHBIMU U TMNEPTEKCTOBBLIMWN JAHHBIMU;

paboTy C pensuMoHHbIMK Ga3amMun OaHHbIX;

paboTy C 3NEKTPOHHOW MNOYTON;

06paboTKy TEKCTOBbLIX AOKYMEHTOB M 3MEKTPOHHbIX Tabruy, pa3nnyHbix opmMaToB;

MHTErpauno BKJTFOMEHHOIoO B €ro CoCtaB KOMIMJieKCa nporpaMmm C AOONOJIHUTESTbHO

ycTaHaBnmBaemMbIMu cepTunuUnpoBaHHbLIMA oCb Poccun cpeacreamum

KpUnTorpadmM4eckon 3aluTbl KOHpUaeHUMansHon nidopmaumn’) ans:

- CO30aHnA U NpoBEPKN yCl/IJ'IeHHOIZ KBaJ'IVId)I/ILI,VIpOBaHHOIZ SJ'IeKTpOHHOIZ noanncu;,
- KpI/II'ITOFpad)W-IeCKOFO I'IpeO6pa3OBaHVIFI KaHarna nepenayvn VIH(*.)OpMaLI,VII/I no

NpoTOoKOnam npuknagHoro ypoBHs cteka TCP/IP.

3.4. Cpeactea 3awmTbl nHopmauun (C3M) nsgenua obecneymsatoT:

1) B COOTBETCTBMU C TPEBOBaAHMSAMU K ONepaLMOHHbIM cucTemam?) :

naeHTnrKaumo n ayTeHTMUKaumio;
- ynpaBrneHune OOCTYnoMm;

- peructpauuio cobbiTum 6e3onacHocTy;
- OrpaHuYeHue nporpamMmMHON cpeabi;

- M30nAUMIO NPOLECCOB;

- 3aWUTy NaMATK;

- KOHTPOSb LIENTOCTHOCTMU;

- HagexHoe PYyHKUMOHNPOBaAHWUE;

- (omnNbTPaLnIo CeTEBOrO NOTOKA;

- MapKupoBaHWe LOKYMEHTOB;

2) B COOTBETCTBUM C TpeBOBaHMAMM K cpeacTBaM BupTyanusaumumn® :

OOBEPEHHYH 3arpy3kKy BUpPTyalribHbIX MaLUUH,

KOHTPOIb LIEJNTOCTHOCTU;

pernctpaumto cobbiTnin 6e3onacHocCTy;

ynpasrieHne OOCTYMNoMm,

pe3epBHOE KOMMPOBaHUE;

ynpasrieHne noTokamu MHpopmMauuu;

3alUMTy NamMaTy;

orpaHun4yeHune I'IpOFpaMMHOIZ cpenbl;

NAEHTUMUKAUMNIO 1 ayTeHTUDMKALMIO Nonb3oBaTenen;

' He gonyckaeTtca npuMeHeHne AOnd  3aluTbl VIHd)OpMaLI,MI/I, co,u,ep>|<au.|,e|?1 cBeieHudA, cocTaBnawwmne

rocyapCTBEHHYIO TaiHy.
2) TpeboBaHUs K onepaLMoHHbIM cucTeMam yTeepxaeHsl npukazom ®CTIK Poccum ot 19 asrycta 2016 r. Ne 119.
3) TpeboBaHus K cpeacTBaM BUPTYanu3auum yTeepxaeHsl npukasom PCTIK Poccum ot 27 okTabpst 2022 r. Ne 187.
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- LleHTparn13oBaHHoe ynpasreHne obpasamu BUPTyarbHbIX MalWH U BUPTYanbHbIMU
MalunHamu;

3) B COOTBETCTBUM C TPeBOBaAHUAMM K CpeacTBaM KOHTenHepusauum®

N30MALNI0 KOHTENHEPOB;

BbISIBNIEHME YA3BMMOCTEN B 06pasax KOHTENHEPOB;

KOHTPOIb LEENOCTHOCTM KOHTEWHEPOB U X 06pa30B.;

permcTpaumnto codbiTnin 6e3onacHoCTy;

noeHTUUKaLnio N aytTeHTUdmrKauuo nosnb3osaTenen.
3.5. 3awmweHHas cuctema ynpaeneHna 6asamMym OaHHbIX M3 COCTaBa M3genus
obecneunBaeT COBMECTHO C M3AeNMeM peanusauuio creayowmx gyHKUmii 6esonacHocTn? :

1) naeHTUdUKaLms n ayTeHTUuKaums:
a) ayTeHTMdurKaumss cyObekToB AocTyna OO paspeweHna nwboro OencTeus,
BbINOMHAEMOro npu nocpegHnyecTse pyHKUMN 6Ee30MacHOCTU OT MMEHU Nnboro
nonb3oBaTens;
0) naeHTUmKauma nonb3oBartenen n 06bLEKTOB AOCTYNa 4O pa3peLueHus noboro
JencTBus;

2) ynpaBneHue OOCTYMNOM:
a) onpegerneHve atpnbyToB nonb3oBaTenen;
6) accouumnpoBaHue aTpmbyToB 6€30MacHOCTI Nofb3oBaTens ¢ cybbekTamu 40CTyNa;
B) ynpaBneHne naMmeHeHusiMu atpnbytoB 6€30nacHOCTM Nonb3oBaTenen;
r) poneBoe, OUCKPELMOHHOE U MaHAaTHOe yrpaBreHne A0CTYNoM;
) KOHTponb goctyna (obpalleHnin) cpeacteamm MoHUTopa obpalleHnin u3 coctaBsa
n3genusi, NpoBepka NpPaBoMOYHOCTM OBpaLLEHMIA HA OCHOBE YCTAHOBMEHHbIX MOMUTUK
MaHAaTHOW, AUCKPELMOHHON M pONeBON NONMUTUKN YNPaBEHNss OCTYMNOM;
€) orpaHMyYeHne ceaHcoB Monb3oBaTens;

3) peructpauus cobbiTnuin 6e3onacHoOCTH:
a) ayaut 6e3onacHocCTu;

4) obecnevyeHne HagexXHoro yHKLUMOHMPOBAHUS:
a) BOCCTaHOBIeHne nHopmauumn (pes3epBHOE KONMMpoBaHMeE).

3.6. N3genune MOXET NPUMEHATLCA B LENsAX 3awmTbl MHOOpMaUumM OT HECAHKLMOHNUPOBAHHOIO

pocryna:

) TpeboBaHus k cpecTBaM KOHTENHepM3aUnn yTeepxaeHsl npukasom ®CTIK Poccum oT 4 uons 2022 r. Ne 118.
2 MogpobHoe onucaHve paboTbl ¢ 3awmiuieHHon CYB[ npusegeHo B AokymeHTax PYCB.10015-01 31 01,

PYCB.10015-01 95 01-2 «OnepaunoHHas cuctema cneumanbHoro HasHadyeHns «Astra Linux Special Editiony.
PykoBogcTtBo agmuHuctpartopa. Yactb 2», PYCB.10015-01 97 01-1 «OnepaunoHHas cuctema crneumanbHOoro

HasHayeHus «Astra Linux Special Edition». PykoBogcteo no KC3. Yactb 1».
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- B aBTOMaTU3UPOBaHHbIX cUCTEMax, o6pabaTbiBaloLLmMx MHAOPMALIMIO, CoAepPXKaLLyHo
CBEAEHNA, COCTABMAOLLNE rOCYNapCTBEHHYIO TanHy") ;
- B aBTOMaTM3MPOBaHHbIX (MHPOPMALIMOHHBIX) cucTEeMax, oBpabaThbiBatoLLMX NHOPMALINIO
orpaH14YeHHOro 0CTyna, He CoepXallylo CBeAeHUs, COCTaBMNAOLLME roCyAapCTBEHHYIO
TanHy? , B TOM yncne:
- B roCyapCTBEHHbIX MHAOPMALIMOHHBIX CUCTEMAX [0 NEePBOro Kracca 3aLimLLeHHOCTH
BKMoUUTENBHO) ;
- B MHPOPMALIMOHHbLIX CUCTEMax MNEepCoHarnbHbIX AaHHbIX [0 MepBOro YPOBHS
3aLLMLLEHHOCTUN BKIOYUTENBHOY ;
- B aBTOMaTM3MPOBAHHbIX CUCTEMax YMnpaBneHust MPOM3BOACTBEHHLIMU U
TEXHOMOMMYECKNMM NMPOLIECCaMMN Ha KPUTUYECKN BaXKHbIX 06beKkTax, NoTeHumansHo
onacHbIX 0GbekTax, a Takke o6bekTax, NPeaCcTaBNSAIoLWMNX NOBbLILLEHHYI0 ONacHOCTb
[N KU3HW 1 300POBbSA NI0AEN U NS OKpYXXatoLen NpUpoaHo cpeabl 40 NepBoro
Krnacca 3allmLLEHHOCTU BKITIOYUTENbHO) ;
- B COCTaBe 3Ha4YNMbIX OOBEKTOB KPUTUYECKON MHGOPMALMOHHOW NHPPACTPYKTYpPbI
[10 MEepBO KaTteropum BKIOYNTENBLHO®) ;

- B I/IH(*)OpMaLI,I/IOHHbIX cuctemax oouuero nonb3osaHunsa’) .

) B cooTBeTCTBUM C AOKyMeHTOM « TpeBGoBaHMSA MO TEXHUYECKON 3alumTe MHAOPMaLMK, COAepXallen CBeAeHus,
COCTaBnsAwLMne rocygapcrBeHHyto TanHy» (PCTIK Poccumn, 2016) n nonoXeHnsamMu pykoBoAsALErO AOKYMEHTa
«ABTOMaTU3NPOBaHHbIE CUCTEMBI. 3aLiuTa OT HECAHKLMOHMPOBAHHOIO AOCTYNa K MHdopmauuun. Knaccudukaums

aBTOMaTM3NPOBaHHbLIX CUCTEM M TpeboBaHUA Mo 3amTe nHdopmMauun» (Moctexkommnceus, 1992).
2)B COOTBETCTBMM C MOMOXEHUSAMU PYKOBOASLLIErO AOKYMEHTa «ABTOMATW3MPOBAHHbLIE CUCTEMbI. 3awuTa oT

HEeCaHKUMOHNPOBaAHHOIo OoCTyna K I/IH(bOpMaLI,I/IM. KJ'IaCCI/l(bI/IKaLI,VIﬂ aBTOMaTU3NPOBAHHbLIX CUCTEM U TpeGOBaHMﬂ no

3awute nHgopmauumny (foctexkommceus, 1992).
%) B cooteetcTBUM ¢ npukaszom GCTIK Poccun ot 11.02.2013 . Ne 17 «O6 yTBepxaeHun TpeboBaHuii o 3almTe

MHDOPMaLIMK, He COCTaBMSIOWLEN rocyqapCTBEHHYIO TaliHy, CoaepKallencsi B rocyaapCTBEHHbIX MHADOPMaLMOHHbIX

cucTemaxy.
4) B cootBetcTBMM ¢ Npukasom GCTIK Poccum ot 18.02.2013 . Ne 21 «O6 yTBEpAeHUN CoCTaBa U CoaepXKaHus

OpraHn3aumMoHHbIX U TEXHUYECKUX Mep Mo obecneyeHnto 6e3onacHoCTH nepcoHalnbHbIX OAaHHbLIX MPU NUX O6p860TKe

B MHCPOPMALMOHHbIX CUCTEMAX NepPCOHanbHbIX A4aHHbIX».
5) B cootBeTcTBUM € npukasom PCTIK Poccum ot 14.03.2014 Ne 31 «O6 yTeepaeHnn TpeboBaHmii k obecrneveHunto

3aunTbl VIH(bOpMaLI,VIVI B aBTOMatmn3npoBaHHbIX CUCTeMaxX ynpaBrieHna Npon3BoACTBEHHbIMU U TEXHONTOIMYECKUMIN
npoueccamMmm Ha KPUTUYECKU BaXXHbIX obbekTax, noTeHuManbHO onacHbIX OObekTax, a Takke oObekTax,
npeactaBnAaArWMX NOBbILUEHHYKO OMNACHOCTb ANA XXU3HU U 300pPO0BbA niogen n gna 0pr>|<arou.|,e|7| I'IpVIpOﬂ,HOIZ

cpenpli».
6 B cooteetcTBUM C npukaszom ®CTIK Poccun ot 25.12.2017 r. Ne 239 «O6 yTeepxaeHun TpebosaHuil no

obecnevyeHnto 6e30NacHOCTN 3HAYNMbIX OOBEKTOB KPUTUYECKON MHCPOPMALIMOHHON MHPaCTPYKTYpbl Poccuinckon

depepauuny.
) B cootBeTCTBUM C Npuka3om ot 31.08.2010 ®CBE Poccun Ne 416 n ®CTIK Poccun Ne 489 «O6 yTBepaeHUM

TpeboBaHUN O 3awwmTe MHOPMaLUK, coaepKallencss B MHOPMaLMOHHBIX CUCTEMAX OOLLEro Nonb30BaHUSA».
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3.7. BoaMmoxHble crnocobbl peanu3auun mMep 3awuTtbl MHGOpPMauUuM cpeacTesamu
nsgenus  npuBedeHbl Ha  oduuManbHOM  UMHAPOPMALMOHHOM  pecypce  U3roToBUTENS
https://wiki.astralinux.ru/fstec/security measures.

3.8. Onsa dyHkunoHnposaHusa OC Heobxoamma criegyowas MUHUMarnbHast KOHurypaums
obopyaoBaHus:

- annapaTHas nnatgopmMa — npoueccop ¢ apxutektypomn x86-64 (AMD, Intel);

- onepatmBHas namsaTb — He meHee 1 'b;

- 0bbem cBoH6OQHOIrO ANCKOBOrO NPOCTpaHCTBa — He MeHee 4 [b.

Ona yctanoskn OC ¢ HocuTensa TpebyeTcs:

- CTaHOapTHbIA MOHUTOP;

- ycTponctBo YTeHus DVD-guckoB nnu USB-uHTepdelic.

[ns yctaHoBkn OC no ceTtn Tpebyetcs:

- ceTeBas KapTa;

- nogaepxka B UEFI/BIOS BO3MOXHOCTU YCTAHOBKN NO CETMU;

- CTaHAapTHbIA MOHUTOP (MPX PYYHOW YCTAHOBKE MO CETH).

3.9. KoHTponbHble cymmbl DVD-guckoB mnsgenus, paccintaHHble C UCMNOSIb30BaHUEM
Mporpammbl  MKCaLUUMM W KOHTPOMSA MCXOLHOrO COCTOSIHMSA MPOrpamMMHOro  KoMmnnekca
«DUNKC-UNIX 1.0» 643.53132931.501492-01 (nanee no Tekcty — nporpamma «PUKC-UNIX 1.0»)

Mo anroputMmy «YpoBeHb-3», [OMKHbI COOTBETCTBOBAThL 3HAYEHWSIM, NpUBEAEHHbIM B Tabnuue [1]

Taobnuuya 1
HanmeHoBaHne DVD-ancka KoHTponbHasa cymma
[unck 1. YcTaHOBOYHbIN ANCK A88785DD
Ouck 2. JokymeHTaums 3680AB3C

3.9.1. MopcyeT koHTponbHoM cymmbl DVD-ancka ¢ ncnonb3oBaHnem nporpammbl « PUKC-
UNIX 1.0» no anropntMy «YpoBeHb-3» JOIMKEH OCYLLECTBASATLCSA Nosib3oBaTeneM ¢ npasamu
agMuHUCTpaTopa Ha pabodein ctaHuun, obopygosaHHoM ycTponcteoM YteHna CD/DVD-auckos,
noa ynpasneHueM nsaenvs B cneayroLlen nocrnegoBaTefnibHOCTU:

1) ycraHoBuTtb DVD-aunck B yctponctso yteHus CD/DVD-auckos;

2) npumoHTUpoBatb DVD-gucK, BbINOMHMB B KOMaHOHOW CTPOKE:

sudo mount /media/cdrom -o nojoliet,norock

3) nepenT B KaTtanor, coaepXawumn UCNOSIHAEMbI  MOAYMb  MPOrpamMmbl

«OUKC-UNIX 1.0» (ufix), ¥ BbINOMAHUTL criegywwme KoMaHabl Ans noacyeTa

KOHTPOSbHbIX CYMM:

./ufix -jR /media/cdrom/ > /tmp/ALSE_list.txt

./ufix -e /tmp/ALSE_list.txt /tmp/ALSE_PrijFile.prj


https://wiki.astralinux.ru/fstec/security_measures
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./ufix -h /tmp/ALSE_PrjFile.prj /tmp/ALSE_Report.html

4) pnga npocMoTpa pesynbrata BbINOSIHUTL B KOMaHL4HOW CTPOKE:

firefox /tmp/ALSE_Report.html

5) cpaBHUTb 3HA4YeHME KOHTPOSIbHON cyMMbl B cTpoke «BCEIMO», BbiIBeAeHHOEe Ha 3KpaH,

CO 3HaYeHWeM, ykasaHHbIM B Tabnuue [1]

6) oTMOHTMpoBaTb DVD-AuUck, BLINOMHMB B KOMaHOHOW CTPOKE:

sudo umount /media/cdrom

Mepen nogcyeTom KOHTPONbHOM cyMmbl cnegytowero DVD-gucka Heobxogumo
yaanuTtb B Katanore /tmp co3gaHHble gpannbl ALSE_list.txt, ALSE_PrjFile.prj u
ALSE_Report.html nubo npu cneayrowemM NoacHeTe B COOTBETCTBYOLWNX KOMaHAaxX 3a4aBaTb
apyrne nmeHa gannos.

3.9.2. lMoacyeTr KoHTponbHOM cymmbl I1SO-o6pasa wu3genua C  UCNOSb30BaHMEM
nporpammbl  «PUKC-UNIX 1.0» no anroputmy «YpoBeHb-3» [OOIMKEH OCYyLeCTBNATLCS
nonb3oBaTenieMm ¢ NnpaBsaMv agMMHUCTpaTopa Ha paboyer CTaHuuKU nog ynpasneHuem n3genus B
crneayoLlen nocnegoBaTenbHOCTY:

1) npn HeobxogumMocTn co3daTb Katanor mMoHTupoBaHus |ISO-obpasa, BbLINONMHWB B

KOMaHOHOW CTPOKe:

sudo mkdir /media/mount_point

2) nepenTtn B KaTanor pasmeuweHunsa 1SO-o6pasa v npumMmoHTupoBaTtb |ISO-o6pas B

CYLLEeCTBYOLLUNA UNN CO3LaHHbIN KaTanor, BbINOSHUB B KOMaHAHOW CTPOKe:

sudo mount <umsa_¢amna>.iso /media/mount_point

3) nepentTn B KaTanor, coAepxawun MUCNOSHAEeMbIA  MOAySb  MporpaMmbl

«PUKC-UNIX 1.0» (ufix), u BbINONHUTL cregywowmue KoMaHAbl Ans nogcyeta

KOHTPOSbHbIX CYMM:

./ufix -jR /media/mount_point/ > /tmp/ALSE list.txt

./ufix -e /tmp/ALSE_list.txt /tmp/ALSE_PrijFile.prj

./ufix -h /tmp/ALSE_PrjFile.prj /tmp/ALSE_Report.html

4) ons npocmoTpa pesynbrarta BbINOMHUTbL B KOMaHOHOW CTPOKE:

firefox /tmp/ALSE_Report.html

5) cpaBHUTb 3HA4YeHME KOHTPOSbHON cyMMbl B cTpoke «BCEIMO», BbiIBeAeHHOE Ha 3KpaH,

CO 3HayeHneM, ykasaHHbIM B Tabnuue [T}

6) oTMoHTMpoBaTb ISO-06pas, BbINOMHNB B KOMaHAHOW CTPOKE:

sudo umount /media/mount_point

7) Nnpu HeobGXOAMMOCTM yOanuTb CO34aHHbIN KaTanor MoHTupoBaHusa 1SO-ob6pasa,

BbINOSIHNB B KOMaHAHOW CTPOKE:

sudo rmdir /media/mount_point

Mepen noacyeToM KOHTPOSMbHOWM CcyMMbl criegytowero 1SO-obpasa Heobxoaumo

yoanutb B KaTanore /tmp co3gaHHble gpannbl ALSE list.txt, ALSE _PrjFile.prj wu
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ALSE _Report.html nMbo npu cneayowem noacyeTe B COOTBETCTBYIOLLMX KOMaHAAxX 3a4aBaTh

apyrve nmeHa ¢annos.
3.10. KoHTpornbHble cymmbl DVD-anckoB nsgenus, paccdmntaHHble no NOCT P 34.11-2012

C NCnornb3oBaHWEM NporpamMmbl noacyeTa KOHTPOSbHbIX CYMM gostsum U3 COCTaBa uU3aenuvs,

AOIMKHbI COOTBETCTBOBATL 3HAYEHUsIM, NPUBEAEHHBIM B Tabnuue [2]

Tabnuuya 2
HanmeHoBaHne DVD-auncka KoHTponbHas cymma
T — £19259bde75d65e4a2£352cd7b4a5d96
' A 9f6£712874e7db4169ee2a9bel 626dbb
P — Tbec9342ae249f44cbba6187e09£8266
- oKy H 154c928d9544e7229c607a4c506£25d1

3.10.1. MopacueT koHTponbHoM cymmbl DVD-gucka mnsgenusa no NOCT P 34.11-2012 ¢
NCMorb30BaHMEM MporpaMmmbl nogcyeTa KOHTPOSbHbIX CYMM gostsum SOMKEH OCYLEeCTBNATLCA
Ha pabo4en ctaHumu, obopyaoBaHHoOM ycTporcTBOM YTeHns CD/DVD-guckos, nog ynpasrieHuem
n3genus B cnegyrollen nocrneaoBarTeribHOCTU:

1) yctaHoBuTb DVD-aunck B yctponctso YteHns CD/DVD-auckos;

2) BbINOMHUTL B KOMaHAHOW CTPOKE:

gostsum -d /dev/cdrom

3) oxuaaTb 3aBepLleHns npouecca nogcyeTa KOHTPOSIbHON CyMMbl;

4) cpaBHUTb 3HAYEHWE KOHTPOSIbHON CyMMbI, BbIBEAEHHOE Ha 3KpaH, C COOTBETCTBYIOLLUM

3HaveHveM, ykasaHHbIM B Tabnuue [2]

3.10.2. Moacyet koHTponbHOM cyMmbl ISO-o06pa3sa n3genus no NOCT P 34.11-2012 ¢
NCMorb30BaHMEM MPOrpaMmmbl NogcHeTa KOHTPOSIbHbIX CYMM gostsum SOMKEH OCYLLECTBNATLCA
Ha paboyen cTaHUuMM Nopg ynpasneHnem u3ngenus B criefyoLlen nocneaoBaTenbHOCTH:

1) nepenTtn B Katanor pacnonoxenus cganna ISO-obpasa;

2) BbIMOMHUTL B KOMaHAHOW CTPOKE:

gostsum -d <umsa_gamnmna>.iso

3) oxuaaTb 3aBepLUeHns npolecca nogcyeTa KOHTPOSIbHON CyMMb;

4) cpaBHUTb 3HAYEHWE KOHTPOSIbHON CyMMbI, BbIBEAEHHOE Ha 3KpaH, C COOTBETCTBYIOLLUM

3HaveHveM, ykasaHHbIM B Tabnuue [2]

3.11. TloANNHHOCTb N HEM3MEHHOCTb NPOrPaMMHOro obecneyeHns 1 aKcnyaTaunoHHOM
AOKYMeHTauuu, B TOM 4ucre copmyrnsipa, n3genusa, pacrnpocTpaHaeMoro no ceTsM CBA3W,
NoATBEPXOAKTCA NYyTEM MPOBEPKUA YCUNEHHOU KBaNM@UUUPOBAHHOW 3S1IEKTPOHHOM NOAMNUCK
narotoeutens. [lpn 3anonHeHuu opmynspa, pacnpocTpaHAeMoro B 3rEKTPOHHOM Buae,
nonb3oBaTento HeobXoANMO NMPUMEHSTb ANEKTPOHHYIO NOAMUCH A8 NOATBEPXAEHUSA NOASIMHHOCTH

BHECEHHbIX CBEOEHUN.
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3.12. MMoANMMHHOCTL W HEU3MEHHOCTb MpOrpaMMHOro obecnevyeHus mns3genvs,
YCTaAHOBMIEHHOINO Ha CPEeACTBO BbIYUCIUTENBHON TEXHUKW, MNOATBEPXKAAKTCS CcpeacTBaMu
KOHTPOIS LIeNOCTHOCTH (CpeacTBamMn KOHTPOMSA COOTBETCTBUA AUCTPMOYTMBY) NyTEM BblYUCIIEHUS
N CPaBHEHMUS KOHTPOSIbHBIX CYMM MCMOSHAEMbIX (hannoB 1 GUBNNOTEK C 3TANOHHBIMWN 3HAYEHUSIMMU,
XpaHaWmMMncs B panre gostsums . txt, pasMeLeHHOM Ha YCTaHOBOYHOM Ancke (CM. pasgen
1 o6HoBneHusx nsgenus (cm. [3.13.2)), B cooTBeTCTBUM C ONUCaHWEM, NPUBEAEHHBIM B JOKYMEHTE
PYCB.10015-01 97 01-1.

3.13. NaroTtoButenem ocylectBnATcs paboTbl N0 obecneyeHnto COOTBETCTBUA N3AENMUS
akTyanbHbiM TpeboBaHuAM 6e30nacHOCTU MHAOPMAaUNKN, a TakKe YyCTpaHEHWE YS3BMMOCTEN
N HedeKknapupoBaHHbIX BO3MOXHOCTEM (Oanee Mo TEeKCTY — TexHU4eckas nogaepxka).
TexHn4yeckasa nogaepkka OCyLLEeCTBSETCA Ha NPOTSHKEHNUN BCEro Cpoka IKcnnyataunmn msgenms
nyTeM nocnenoBaTesibHOro NPMMEHEHNA NOTPebUTENsIMM odepenHbIX U COOTBETCTBYIOLLMX UM
onepaTuBHbIX OOHOBNEHUI, YTO 0becneynBaeT BO3MOXHOCTb HEMTpanM3aunn akTyanbHbIX yrpo3
©e3onacHOCTU MHGOpMauun.

3.13.1. O4yepeaHble 0OHOBNEHMA peLlatoT 3agaydm obecnedeHusi COOTBETCTBUSA U3OeNus
akTyanbHbiM TpeboBaHusM ©6e30MacHOCTU MHOPMaLMN, COBEPLUEHCTBOBAHUSA KOHCTPYKLNMU,
peanu3aunm HOBbIX (PYHKLMOHANbHBIX BO3MOXHOCTEN 1 Ap.

3.13.2. OnepatnBHble OOHOBMNEHMs pellalT 3agady onepaTMBHOIMO YCTpaHEeHUs
YSI3BUMOCTEN B 3K3EMNIISAPaX U3AENUS, HaXOAALWMXCA B akcnnyaTaumn. OnepaTtnBHble 0OHOBNEHNS
NpeaoCcTaBnaTCA Nonb3oBaTensaM Ha 6e3B03Me34HON OCHOBE NyTEM PacnpOCTPaHEHUS NO CETAM
CBSA3N.

3.13.3. CeefgeHusa o nopsiake Bbinycka U AoBefeHns OOHOBNEHUIN M3Oenus NnpuBeaeHbl B
nokymeHte PYCBE.10015-01 31 01.

3.13.4. PaboTbl NO OUEHKE COOTBETCTBUS ONepaTuBHbIX OBHOBNEHUN TpeboBaHUAM
0e30onacHOCTM WHGOPMaLUU  OpPraHU3yTCs B MNOpsSiAKe, YCTAHOBMEHHOM AENCTBYHOLLMM
OokymeHTOM «[lonoxeHne o cucteme ceptudukaumm cpencts 3awuTtbl  MHGOpMaLnn
OCTOK Poccun», OQHOBPEMEHHO C MX BbINyCKOM. W3rotoBuTenb LOBOAUT oOnepaTMBHbIE
oOHOBNEHMs Ao noTpebutenen ona nx NPUMEHEHUs B cocTaBe MHAOPMALMOHHLIX CUCTEM A0
3aBepLUeHNs NpefyCMOTPEHHbIX [1oNOXEHNEM UCMbITAHMI MO OLEHKEe COOTBETCTBUSA TpeboBaHUAM
©e3onacHOCTN nHopmMmaumn.

3.13.5. lMpnMmeHeHne onepaTMBHbIX OOHOBNEHUIN U3OENUA HE ABNAETCS OCHOBaHMEM OIS
NOBTOPHOM aTTecTaunm oObEKTOB MHopMaTU3aUnmn 1 MHPOpMaLMOHHbIX cucTeM. Bece paboTkl no
obHoBNEHMO cpeacTB 3aWwmTbl MHOOPMaLUM NPOBOOATCA B paMKax AEeNCTBYHOLMX aTTecTaToB
COOTBETCTBUSA HA 06BEKTHLI MHGOPMATM3aLNN U HA MHPOPMALIMOHHBIE CUCTEMBbI.

3.14. Bkcnnyatauma nsgenust 4ormKHa OCYLLEeCTBIATBCA C YYETOM YCITOBUN U YKa3aHUN,

yCTaHOBNeHHbIX B JokymeHTe PYCB.10015-01 97 01-1.
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4. KOMMJIEKTHOCTb

4.1. Cnocobbl nocTaBku U3aenus:

- KOpOBOYHOE MUCMNOMHEHUE;

- NpegycTaHOBKa Ha cpeacTBa BblumMcnutenbHon TexHnkn (OEM-nocTaBka);
- pacnpocTpaHeHue Nno CeTsaM CBA3W C oumLmanbHOro canta U3roToBuTens.

4.2. KomnnekTHOCTb (COCTaB) nsaenusi 3aBuUcuT OT cnocoba noctaBku (Tabnuupl [3H6)).

Tabnuua 3 —lNocrtaBka B KOPOHOYHOM MCMONHEHUN

O6o3HaveHne HanmeHoBaHue Kon. 3aB. Ne MpumeyaHune
PYCE.10015-01 Junck 1. YcTaHOBOYHbIN 1 DVD-guck ¢ nporpammMHbIM
anck obecneveHnem nsgenus
Inck 2. [lokyMeHTaLus 1 DVD-guck ¢ komnnektom
AOKyMeHTauunn
dopmynsap 1 Ha 6ymaxxHoM HocuTene
YnakoBka 1 Kopobka
Tabnuuya 4 — OEM-noctaBka
O6o3HaveHne HavnmeHoBaHue Kon. 3aB. Ne MpymeyaHune

PYCB.10015-01

YcTaHOBOYHbIN OUNCK

DVD-guck ¢ nporpamMmmMHbIM
obecneyeHnem m3genus

dopmynsap

Ha BymaxxHom HocuTene

YnakoBka

KoHBepT

Mpumedanue. Npu OEM-noctaske usgenns DVD-guck ¢ KOMNIEKTOM AOKYMeHTauunm

He nocTaBnseTca. JKCcnnyaTauMoHHas fgokymeHTauuss B dopmate PDF, nognucaHHas
YCUSTEHHON KBannUUMPOBAHHOW 3SIEKTPOHHOM MNOLMUCBHI0 MU3rOTOBUTENSA, pasMellaeTcs Ha
odomumnanbHOM canTe U3rotToBuTens U/vnu B NMYHOM KabuHeTe 1 JOCTYNHa A9 03HAaKOMMNEeHus,
KONMPOBaHNA W WHbLIX CMOoCcoBOB WUCMOMb30BaHNA, HeobXxoauMbIX AS1i  OCYLUEeCTBEHUS
NpenoCTaBfEHHOrO MNpaBa Ha YCNOBUSX MNPOCTON (HEUCKNKOYUTENBbHOM) nuueH3mn. Ha
odovunansHOM canTe U3roToBUTENs JKCrslyaTauMoOHHAs OOKYMeHTauus OOCTYMHa MO CCbifke
www.astralinux.ru/ALSE RUSB.10015-01 1.7 doc, Ansa 6eiCTporo nepexoaa no ccbisike

MOXHO Bocrnonb3oBaTbcsi QR-kofom, NpuBeaeHHbIM Ha puc. [1]



www.astralinux.ru/ALSE_RUSB.10015-01_1.7_doc

14
PYCB.10015-01 30 02

Tabnuua 5— PacnpoctpaHeHune no cetam cBs3n. BapuaHT 1

O0bo3HaueHne

HaunmeHoBaHne

Kon.

3aB. Ne

MpumevaHue

PYCB.10015-01

YCTaHOBOYHbIN
JUCK

B Buge danna c 1ISO-o6pasom,
NOANUCaHHLIM YCUINEHHON
KBannduumMpoBaHHOM
3MNEKTPOHHON NOAMUCHIO

dopmynsp

Ha 6ymaxxHoM HocuTene

Tabnuua 6 — PacnpoctpaHeHne no cetam cesasn. BapuaHTt 2

O0o3HavyeHne

HaunmeHoBaHue

Kon.

3aB. Ne

MpumevaHue

PYCB.10015-01

YCTaHOBOYHbIN

B Buge danna c 1ISO-o6pasom,
NoAnMCaHHbIM YCUNEHHOM
KBannuduumMpoBaHHOM

OMNCK
3MNEeKTPOHHOW NoANUCHIO

B anekTpoHHOM BuAae B
dopmate PDF, nognucaHHbIn
YCUIEHHOM
KBannuduumMpoBaHHOM
3NEKTPOHHOW NOAMNUCHIO

dopmynsap 1

MpumevyaHuns:

1. MNpn pacnpocTpaHeHun wnsgenust no cetam cBasM DVD-guMck ¢ KOMMNNeKTom

OOKYMEHTaUuM He NoCcTaBnseTca. JKCcnnyaTaumMoHHasa gokymeHTaumsa B popmate PDF,

nognucaHHasi yCUIIeHHOM KBanMMUUMPOBaAHHOW 3MEKTPOHHOM NOLMUCHI0 N3rOTOBUTENS,

pas3mellaeTca Ha oduunanbHOM camTe U3roToBUTENd W/WAK B NUYHOM KabuHeTe un

AOCTYyMNHa A1151 0O3HAaKOMSIEHNA, UCMONb30BaHUSA U KonvpoBaHus. [nsa 6eicTporo nepexoaa

Ha odumLManbHbIA CanT N3rOTOBUTENSI MOXHO BOCMNOsb3oBaTbca QR-kogom, npuBegeHHbIM

Ha puc. [1]

2. Mpwu pacnpocTpaHeHun nsgenus no cetsam ceasm 1ISO-obpas ycTaHOBOYHOrO AUCKa,

dopmynsap M 3KcnryatauuoHHas LokymeHTauma B ¢dopmate PDF nognuceiBatoTcs

YCUNEHHOM KBanuunpoBaHHOW 3NEKTPOHHOW NOAMNUCHI0 N3roTOBUTESS.

4.3. Mpw noctaske nsaenus cornacHo Tabnuu [3|v 4| npepocrasnsetcs konus cepTudukaTa
cootBetcTBUA PCTIK Poccun B BymaxkHoM Buae Unun B BUAE 3NEKTPOHHOM KOMUN.

4.4. Tpn nocTaBke usgenusi cornacHo Tabnuy [5 v [B] konus ceptudmkata cootBeTCTBYUS
NpeaocTaBsaeTcs TONbKO B BUAE 3NEKTPOHHOM KOMUMW.

4.5. MapknpoBKka UW34enua OCYLLECTBIISIETCA C MCMONb3oBaHWEM uaeHTUdukKaTopa,
ykasaHHoro B pasgene [6l Mpu noctaBke u3genvs, pacnpocTpaHseMoro no CeTsM CBsi3u,
cornacHo Tabnuue [6, MapkupoBka n3genvs Takke OCyLLECTBISIETCS C MPUMEHEHUEM YCUIEHHOM

KBanMunMpoBaHHOW 3NEKTPOHHOW NOAMNUCU U3rOTOBUTENS.
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5. NEPUOAUYECKUNA KOHTPOJIb OCHOBHbIX XAPAKTEPUCTUK
NPU SKCMIYATALUUN U XPAHEHUUN

5.1. KoHTponb nusgenus npoBOAUTCS NPU NEPBUYHOM 3aKkpernseHun 3a OTBETCTBEHHbIM
nMUOM M B JanbHENLWEM — OAMH pa3 B rof B npoLuecce NpoBefeHUst pernaMeHTHbIX paboT.

5.2. KoHTpornb n3gennsa coCTouT N3 BU3yaribHOMO BbISBNEHNA MEXaHNYECKNX MOBPEXOEHNN
DVD-guckoB, npoBepku Temrepatypbl U BNAXHOCTU B MOMELLUEHUN XPaHEHUA U NPOBEPKU
COXpPaHHOCTN MHdOpMaLmn, 3anncaHHon Ha DVD-anckax.

5.3. lNpoBepka coxpaHHOCTU MHPOPMAaLIMKN OCYLLECTBIISETCA MyTEM NOACHETA KOHTPOSbHbIX
cymmMm DVD-OnNCKOB 1 CpaBHEHUS UX C COOTBETCTBYHOLLIMMU 3HAYEHUAMM (CM. n[3.10).

5.4. Pe3ynbraTbl KOHTPOMS U3Oenus 3aHOCST B Tabnuuy [7

Tabnuua 7
MpoBepsaemas xapaKkTepucTuka [lata npoBegeHnNss NpoBeEpPKK
20 T 20 1 20 T 20 T 20 T
X - [*N ~ o N ~ X - *N -
HaumeHoBaHwe A SISCASIScAEIScASISEcRBISoR
nu3MepeHus 0 S /0 Saf /0 Safl (02l /0 Saf <
p FIloz 7o 2T ZIoT ST oL 2T oD
SSsXgsSS=sXgS3SsXgSSsXgsS=sXg
[ = = [ [
E glo 5 ok gl § olE gl § ok gl § ol gl®@ 5 o
mm(")%l:mmﬂ%cmmmgcmmmacmmmgc
o = |6 = |6 = |6 = |6 =
TemnepaTtypa 10°C<T<20°C
1l 1 1 1l ]
— ~ — — ~
BnaxHocTb 20% <X<65%
I I I I I
X X X X X
Mpn npoBepke
3Ha4YeHud
OIKHbI
3HayeHune A
. coBnagarb
KOHTPONbHOMN
CO 3Ha4YeHusIMN,
CyMMbI (X =)
yKaszaHHbIMMK
B n B0
(E =) 1 1l Il 1 1l
A W W A W
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6. CBUOETENBCTBO O NPUEMKE

OnepaunoHHas cuctema crneumnanbHOro HasHadyeHus
patl ! HManbH PYCB.10015-01
«Astra Linux Special Edition»
HanMmeHoBaHMe nporpamMmmHoOro n3genuna o603Ha4yeHne

NoeHtndpukatop: POCC RU.01.2557.

3aBOACKOM HOMeEp

MapknpoBaHa cornacHo ceptudukaty coorsetrcteusg Ne _ (BblgaH ®CTIK Poccum

nencrTeuTenieH o ), COOTBETCTBYET

PYCB.10015-01 90 01 «OnepaunoHHasa cuctema crneumanbHoro HasHadeHus «Astra Linux Special

Edition». TexHn4eckme ycrnosma» 1 NpusHaHa rogHon Anga sKcnnyaTtauumu.

[ata Bbinycka

PykosoauTernb
npeanpuaTus
noanncb paCLIJI/I(prBKa nognucum aarta
M.I1.
KoHTponep TK
noanncb pacmmcprBKa nognucum aarta
M.T1.
HavanbHuk BN MO Po®
noanncb pacde)pOBKa nognucum aarta
M.T1.

MpnumeyvyaHns:

1. dopmynsap B 9NEKTPOHHOM BUAe NOAMUCBIBAETCS YCUMEHHOW KBanuuumMpoBaHHON
3MNEKTPOHHOW NOANUCHI0 N3rOTOBUTENS C NPOCTAaHOBKOW OTMETKMN 06 3neKTPOHHOW NOAMNUCH
B HacTosiLleM pasgene.

2. ®dopmynsip B 9NeKTPOHHOM BuUAe, NOANNCaHHbIA YCUNEHHOW 3NEKTPOHHOW NOAMUCHIO,
NpU3HaeTCa paBHO3HA4YHbIM OPMYNAPY Ha OymMaxKHOM HocuTene, noanucaHHoOMY
COOCTBEHHOPYYHON MOANUCBID PyKOBOAUTENS Npeanpuatns mn KoHTponepa TK u
3aBepeHHOMY nevaTblHo.
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7. CBUOETENBCTBO Ob YNAKOBKE

OnepaunoHHas cuctema crneumnanbHOro HasHadyeHus
patl ! HManbH PYCB.10015-01
«Astra Linux Special Edition»
HanMmeHoBaHMe nporpamMmmHoOro n3genuna

0b603HaveHne

NoeHtndpukatop: POCC RU.01.2557.

3aBOACKOM HOMeEp

ynakoBaHa

HaMMeHOBaHWe UK Kof NpeanpusTus (opraHu3auum)

cornacHo TpebosaHusm, npegycmotpeHHbiM PYCB.10015-01 90 01.

YnakoBKy npousBsers

noanuch pacLundpoBka nognucu fata

N3genue nocne YMNaKOBKU MPUHATT

KoHTponep TK

noanmcb paCLUM(*)DOBKa noanmcu aata

M.T1.

MpumeyaHusa:
1. ®opMy 3anornHAT Ha NpeanpuATUKN, NPOU3BOAUBLLEM YNAKOBKY.
2. lNpwn nocTtaBke n3genusi, pacnpocTpaHAEeMOro rno CETAM CBS3W, AaHHbIN pasgen He

3alloJTHAETCA.
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8. TAPAHTUMHbIE OBA3ATEJIbCTBA

8.1. NsrotoBuTenb rapaHTUpPyeT COOTBETCTBME M3aenus TpeboBaHuam pasgena (3| npu
cobnogeHun notpebutenem (nonb3oBarteneM) yCrIOBUA N NMPaBuST XpaHeHUs, akcnnyatauum u
TPAHCMOPTUPOBAHUS  U3OENUS,  YCTAHOBSIEHHbIX  JKCMNSlyaTauMOHHOW  (TEXHUYECKON)
AOKYMeHTaLunen.

8.2. VMsrotoBuTENb rapaHTUpyeT peann3aunio B U3AeNMn BO3MOXHOCTeN cornacHo (3.3
N PyHKUMA ©e30nacHOCTU COormnacHo TONbKO MpW BbINOMHEHUN TPebOBaHWI, yKa3aHHbIX
B[B.13.21[3.13.3

8.3. MapaHTUMHBIN CPOK aKcnnyaTaumn msgenuss — 5 net co OHA nepefayn ero
notpebutento (Nonb3oBaTento) ¢ nepunogmyeckon nepenposepkon DVD-guckoB (cMm. pasgen
OOVH pa3 B rog Ha obbekTe MHdopmaTnusaumnm.

8.4. NapaHTMIHbIe 0b6s1I3aTENbCTBA NPEAOCTABNATCA HA n3genue, pacnpocTpaHsemMoe no
CETSM CBSI3W, TOMNbKO B Cryyae NoATBEPXAEHUSI ero NOASIMHHOCTM U HemdMeHHocTy (cm. [3.11), a
TakxkKe ero yCTaHOBKM U 3KCnsyaTaunm B KONMYECTBE SK3EMMISPOB (ULEH3UIN), COOTBETCTBYHOLLEM
yKazaHHOMY B JIMLIEH3MOHHbIX JOroBopax.

8.5. MNapaHTuiHble obasaTtenbcTBa narotosutens nsgenua HE PACMNPOCTPAHAKOTCA
Ha ero Konuu, N3roToBrneHHble NoTpebutenem (NonbL3oBaTenieM) CaMOCTOATENBHO.

8.6. NapaHTunHble obasatensctea HE PACINPOCTPAHAKOTCA Ha paboTty usgenus,
BbI3BaHHYI0O €ro YCTaHOBKOW noTpebutenem (nonb3oBatenemM) Ha obopyaoBaHue, He
CepTUOMUNPOBAHHOE Ha COBMECTUMOCTb C WU3OENMeEM NpeanpusaTUEM-U3roToBUTENEM
(cm. gokymeHT PYCB.10015-01 31 01).
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9. CBEAEHUA O BIOJINNETEHAX

9.1. CsepeHusi 0 BbINonHeHun paboT no GlonneTeHsmM 3aHocsAT B Tabnuuy (8]

Tabnuua 8
[omKHOCTb, hamunms u
Home ata nognucb nuua,
P KpaTtkoe cogepxaHune paboThbl A A H
OronneTeHs BbIMONMHEHUS OTBETCTBEHHOrO 3a

BbIMOJIHEHNE
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10. CBEAEHUA O PEKINAMALIUAX

10.1. Peknamauuio npeabsaBnstoT B opme pekriamaumMoHHOro akra:

- OOHOCTOPOHHUIM peKnamMauuoHHbIA aKT — COCTaBNsSeTCss KOMUCCUEWN, COCTOSLLEN U3

npeactasutenen notpebutens (nonb3osaTtens);

- ABYCTOPOHHUM peKnamMauMOHHbIN aKT — COCTaBMAeTCA KOMUCCUEN, COCTOSLLEN U3

npeacraBsuTenen notpebutens (Nonb3oBaTtens) U N3roToBUTENS U3AENMUS.

10.2. B peknamauMOHHOM aKTe yKasblBalOT AaHHble O AedeKkTax (HEeKOMMMEKTHOCTH)
nagenus.

10.3. PeknamauunoHHbIN aKT NOANUCLIBAETCA PyKOBOAMUTENEM OpraHM3aLumm notpebutens
(nonb3oBarterns), NPUHUMAOLLLErO UK IKCMyaTUpyoLWero nagenve.

10.4. PeknamMaumoHHbIA akT JormkeH ObiTb COCTaBfieH B TeYyeHue NATU CyTOK nocre
obHapyxeHusa gedekTta nsgenus. OB CPOK COCTABIIEHUSA U YTBEPXKOAEHUSA peKknamMaLMOHHOIo
aKkTa He gormkeH npesbiwaTtb 30 CYyTOK ¢ MOMeHTa 0bHapyXeHnsa 0edeKkToB U3nenusi.

10.5. Peknamauwnto Ha nsgenve n3rotoBuTeSb He NMPUHUMAET, eCrn:

- AeeKkTbl n3aennsa BO3HUKIN NO UCTEYEHUM rapaHTUIHbIX 00a3aTenbCTB Ha U3genue;

- obHapyxeHHble gedeKkTbl U3genusa SBMSITCS  pesynbTtaTtoM  HecobnoaeHus

notpebutenem (nonb3oBaTenem) YCrioBUMA W MNpaBui 3KCNSyaTauum, XpaHEeHUs wn

TPaHCNOPTUPOBAHMUSI.

10.6. lMocTynawoLwme K N3roTOBUTESO peknaMmaunmn permcTtpupyroTcs B XypHare yyeTa

peknamauuii (Tabnuua [9).



Tabnuua 9
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[ara

Co,qepmaHVle peknamauunmn

Mepbl, NpUHATBLIE MO
peknamaumm

MNognucek
OTBETCTBEHHOro nuua
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11. CBEAEHUA O XPAHEHUU

11.1. YcnoBusi XpaHeHus:

- Temnepartypa ot nntoc 10 °C go nntoc 20 °C;

- OTHOcUTENbHas BnaxHoCTb Bo3ayxa oT 20 % [o 65 %.

11.2. Napgenue oomkHO XxpaHuTbcsa He 6onee 3 ner.

11.3. B nomewieHmn ans xpaHeHus ua3genus gormkHa ObiTb obecneyeHa cBobogHas
LMPKYNsumMs Bo3gyxa, UCKIovatoLwas odbpasoBaHue 3aCTOMHbBIX 30H.

11.4. Nspenune xpaHAT U UCMNOSMb3YIOT Ha paccTosaHUn He MeHee 0,5 M OT MCTOYHUKOB
Tenna v Bnaru.

11.5. Nagenne XpaHAT B TEMHOTE WX MpU OCBELLEHUN pacCesiHHbIM CBETOM, He
coepkalwmm ynstpadmoneToBoe n3ryveHue.

11.6. V3genue HeobxoauMo npeaoxpaHaTb OT BO3OENCTBUS NPAMOro CONTHEYHOro CBeTa
N UCTOYHUKOB SNEKTPOMArHMUTHbIX NOMnen.

11.7. YcnoBna xpaHeHusi OOIKHblI UCKNKYaTb pe3kMe U3MEHEHUs TemnepaTypbl U
BNa)XHOCTU OKpY>KatoLLlero Bo3gyxa B Te4eHue CyTOK.

11.8. MakcumanbHble CyTOYHble Kornebanus Temnepatypbl 2 °C M OTHOCUTESbHOM
BNaXHoCTn Bosayxa 5 %.

11.9. Ecnv nsgenve npu XxpaHeHUn NoABEPrIIOCh PE3KUM U3MEHEHNAM KIUMATUYECKMUX
YCIOBUWI, €ro HeoBXo4MMO BblAepXaTb HE MEHee 2 Y Mpu YCNOBUAX XPaHEHUS.

11.10. Henb3sa kacaTtbcsa pykamu paboumx nosepxHocten DVD-anckos nagenus.

11.11. Cpoku 1 ycroBusi XpaHeHWsi u3genus 3aHocsiT B Tabnuuy [10]
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Taobnuuya 10
[ara n
OIMKHOCTb, haMuUnns 1 NOANUCH
CTaHOBKW Ha CHSITUS C YcrnoBusi XpaHeHwst ¢ A
y nuua, OTBETCTBEHHOTO 3a XpaHeHue
XpaHeHue XpaHeHust
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12. CBEAEHUA O 3AKPEMMINEHUU U3OAENUA NPU SKCMNYATALUUU

12.1. CBegeHvss 0 3akpenneHun uspenus 3aHocsT B Tabnuuy [11] Mpu nepsuyHoMm

3aKkpenjieHnn Heobxoaumo NnpoBEeCTU €ro KOHTPOJ1b (CM. pasgen .

Tabnuuya 11
[omkHOCTb damunus Howmep v nata npvkasa Mognuce
OTBETCTBEHHOIO OTBETCTBEHHOIO 06 OTBETCTBEHHOIO
0 HasHa4eHun
fimua fmya ocBoGoXAEHUM nmua
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13. OCOBbIE OTMETKW
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Jlnct pernctpaunn nameHeHun

Homepa nuctoB (cTpaHuL) BxoasiLLMil
Bcero
HOoMep conpo-
nucros Homep
Vam] unameHen- | sameneH- wosbx | @HHYIMPO- | (crpanmu)e|  mokymenTa BoguTenbsHoro |Moagnuce| Jara
HbIX HbIX BaHHBIX | nokymeHTe AOKYMEHTa
v narta
PYCB.20-20
! 357 ot 23.07.20
PYCB.01-21
2 6.7.12 ot 15.02.21
PYCB.06-21
3 Bee ot 01.04.21
PYCB.08-21
4 8.9 ot 11.06.21
PYCB.09-21
° 13,1516 or 12.07.21
PYCB.12-21
° Bee ot 30.07.21
7 5-15, 18 PYCB.10-22

ot 03.11.22
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