ITPOTOKOJI Ne 8297/2022

npoBe/jeHns coBMecTHbIX ucnbiTannd USB-Tokena JaCarta-2 I'OCT JC206-2.F27 u
onepanyoHHON CHUCTeMBbI CrieliiaTbHOT0 Ha3HaueHus «Astra Linux Special Edition»
PYCB.10015-01 (ouepeaHoe o6HOB/IeHHE 1.6)

r. Mocksa 20 urona 2022 r.

1. IlpegmeT ucrbITaHUM

1.1 B Hacrosiiem [IpoTokosne 3adukcupoBaHo, uto B repuof ¢ 31.05.2022r.. o 20.07.2022r.
ObTM TIpOBefileHbI CoBMecCTHble wucrbiTaHus USB-tokena JaCarta-2 T'OCT JC206-2.F27 ¢
ycTaHoB/ieHHbIM TipwiokeHnem «['OCT» (manee — YCTpOWCTBO) C OMNepallMOHHOM CUCTEMOU
CreljuaJTbHOrO Ha3HAYeHUs «

Astra Linux Special Edition» PYCB.10015-01 (ouepeaHoe obHoBienue 1.6) (mamee — OC
Astra Linux 1.6), pa3paborannoii OOO «PycBUTex-Actpa», Bkmouasi OC Astra Linux 1.6 c
yCTaHOBJIEHHBIM OTepaTUBHbIM 00HOBeHHeM Oe3omacHocty BHOJIJIETEHB Ne 20211126SE16
(manee — OC Astra Linux 1.6.10).

2. OOBEKT UCTIBLITAHUT

2.1 Ha wucrneiTaHusi ObUT MPEIOCTAaB/IEHO YCTPOWCTBO B Ciiefiyroiel komruiekrarmu: USB-
ToKeH, [10O /14 Hero u conpoBoXTe/IbHAsS JOKYMeHTaLUs.

3. Xo/1 ¥CIbITaHUM

3.1 B Xome COBMeCTHBIX HCMBbITaHWN OblIa TIpOBeZieHAa TIpOBePKAa KOPPEKTHOCTU
oripefiesieHs U QPyHKIIMOHUPOoBaHUs ycTpoiictBa B OC Astra Linux 1.6 u OC Astra Linux 1.6.10 B
oObeMe TIpOBepOK, yKa3aHHbIX B [Ipunoskenuu 1. IIpoBepku OCyIeCTBISUTUCH C WCIIO/Tb30BaHUEM
3KCITyaTaloOHHOM foKyMmeHTanyy Ha OC Astra Linux 1.6.

3.2 Xog ucnblTaHuy onucax B Ilpunoxennn 2.

3.3 [Ons mipoBepku PpabOTOCTOCOOHOCTH CeAYIOIUX Y37I0B ObUIO  /IOTIOJTHUTE/TBEHO

ycraHosiieHo [10:

YcrpoiicTBo HaumenoBanue I10 MD5 Ncrounuk 11O

MK «Eaunsiit Kmuent JaCarta» | 76490b4b088c135188466 | CkorupoBano ¢ caiita AO
jacartauc_2.13.10.3184_al1.6_x | e63009e8b5d «Anaagus P.JT.»
64.zip
«Kpunrollpo CSP 5.0.12500» | 9ba29d15fadc621038257 | CkormpoBano ¢ cadita OOO

USB-ToKeH : 0e85a9f5749 «KPUIITO-TIPO»
linux-amd64_deb.tgz
cprocsp-rdr-jacarta- fc31ae673b0be9481802fa | CkormpoBano c caiita QOO

39955deddc «KPUTITO-TIPO», BXx0guT B

64_5.0.12500-6_amd64.deb apxum limux-amd6d._deb.tgz
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4 Pe3ybTaThbl UCIILITAHUMN
4.1 Tlo pesynbraTam TeCTUPOBaHHUsSl YCTAaHOBJIEHO, UTO YCTPOWCTBO Mog, ynpasiaeHrnem OC

Astra Linux 1.6 1 OC Astra Linux 1.6.10 ¢yukumonnpyer KOPPEKTHO.

BoiBof

Ycrporicteo nog, ynpasyienuem OC Astra Linux 1.6 n OC Astra Linux 1.6.10 npurogso K
[IPUMEHEeHUIO.

CocraB paboyeii rpymITbl U MOJIMCH CTOPOH

Hacrosiiuii [TpoTokon coctaBieH paboyeli TPyTITION:

Kymuk A. FHO. — pykoBoaWTenb CeKTOpa WCIBITaHWKM Ha coBMecTtuMmocTh ¢ CBT orgena
TeCTUPOBAHUSl Ha COBMECTUMOCTL JerapTaMeHTa pasBUTHS TEeXHOJOTMUYeCKOro COTPyAHUYeCTBa
OBHC OOO «PycbUTex-Actpa»;

Jlykmuna E. B. — crapmmii WH)XeHep OTZAe/lla TeCTUPOBaHUSI Ha COBMECTUMOCTH

JleriapTamMeHTa pa3sBUTHS TexHoioruueckoro corpygauuectsa [JBYIC OO0 «PycbBUTex-Actpa».

00O «PycbUTex-Actpa»

PYKOBOJIUTE/Ib CEKTOpa UCTIBITaHUM Ha COBMeCTUMOCTb ¢ CBT
OT/le/1a TeCTUPOBAHUS HA COBMECTUMOCTD JleriapTaMeHTa

Pa3BUTHSI TEXHOJIOTHUYECKOrO coTpyAHHUYecTBa [JBUC

({OJDKHOCTB)

Kymuk A. 1O.

(rog M) (pammmuss, UHMLMAIBT)

« » 20 roga
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ITpunoxenue Ne 1 k IIporokosny Ne 8297/2022

ITepeueHb (PyHKIIHOHAIHLHBIX POBEPOK YCTPOMCTBA

HanmMeHoBaHue NpoBepKH Pe3ynbTaT HCIbITAHUM

Bepcus onepaniioHHOH CHCTEeMbI 1.6.0 1.6.10

1. | O6napyxenue TokeHa B OC YcnemHo YcnemHo
Co3zaHre KpUNITOKOHTeHepa

2. | (vcronb30BaIMCh caMo3aBepeHHble CepTH(hUKAThI YcrnenHo Ycnewxo
creHeprpoBaHHble B XCA)
OIl pns web-cepBrcoB

3. A p YcnemHo YcnemHo
(memo-niopran «Anagaus P.[1.»)
ITpoBepka paboThI KOHTeWHEDA:

4.1 |IIpocmoTp COLEep>XKUMOro YcnewHo YcnemHo
Pa3melieHne TecTOBOro cepTuduKarta OTKPBITOrO

4.2 H prud P YcnemHo YcnemHo
KJIr04a

4.3 | YcTaHOBKa, 9KCTIOPT, yJaneHre cepTyudurkara YcnemHo YcnemHo
[Toanucanue OKyMeHTa 3JIEKTPOHHOU

4.4 A A A P YcnemHo Ycnewxso
MPUCOeIMHEHHOW MOAMUCHIO

4.5 | YpaneHue KOHTelHepa YcnemHo YcnemHo

4.6 | [lIudposanue/pacimdppoBanue daiiia YcreniHo YcreniHo
[IpoBepka ByX(DaKTOpPHOM ayTeHTU(hHKaILUH

5. | POBEP AByX P Y (uanp, YcnenHo YcrnemHo
JIOKaJIbHO
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ITpunoxenue Ne 2 k IIporokosy Ne 8297/2022

OnucaHue Xo0fia IPOBe/IeHNs UCTILITAaHUI

1 Xo/ UCIbITaHUM

1.1 B xome COBMeCTHBIX MCIBITAHMM YCTaHOBJIEHO, 4TO B cpefe Astra Linux 1.6
HeoOXoAMMO ycTaHOBUTH TakeThbl libpcrel6-3, pcscd m pesc-tools ¢ aucka C omepaTMBHBIM
obnoBnernem 6e3onacHocty BFOJIJIETEHD Ne 20211126SE16.

1.2 lns ompefesneHusi yCTPOMCTBA B CHUCTEMe MWCII0/b30Bajgach YTUIWTA pcsc-tools
KOHCOJ/IbHasi KOMaH/ia:

PCSC_Scan

1.3 HeobxoauMo ycTaHOBUTH TakeT cprocsp-rdr-jacarta-64_5.0.12500-6_amd64.deb w3
cocraBa «Kpunrollpo CSP 5.0.12500» uto6b1 anHOe T1O MOTI/I0 B3aUMO/IeliCTBOBATh C TOKEHOM.

1.4 TIpu ucnonb3oBaHMU Tpaduueckoro npunoxkeHus «lludposbie ceprudurkarsr XCA»,
npuioxkenue «['OCT» mo3Bossier skcnioptipoBath B USB-TOKeH TOMBKO cepTUdUKAT KveHTa, Oe3
kmoua. B unrepdelice «Ludposeie ceptudukarsl XCA» NpY MOMBITKe 5KCIIOPTa K/IH0Ya BO3HHUKAeT
coobmmenre «CKR_USER_TYPE_INVALID», USB-ToKeHbI C MHTErPUPOBAHHBIM TTPUIOKEHHEM
«PKI» no3BosisitoT NpOU3BOAWTE SKCIIOPT KaK cepTU(UMKaTa, Tak U K/Itoua.

1.5 [11s1 IpOBepKH JIOKaIbHOW By X(aKTOPHOW ayTeHTU(UKALIMK UCII0/b30Baach TeCTOBas
Bepcus 10 «SecurLogon», mnpefocTraBneHHas Tpou3BoguTesneM. Tak Kak 3Ta Bepcusi emmié Oyzmer
JopabareIBaThCs, B JAaHHOM TIPOTOKOJIe He yKa3aHa Bepcusi [10 u ero md5 xa1.

1.6 ITpoBepku ¢yHKIMOHaMa mpousBoguiuck B sapax OC Astra Linux 1.6: 4.15.3-1
«generic» u «hardened» u OC Astra Linux 1.6.10: 4.15.3-154, 5.4.0-81, 5.10.0-1045 «generic» u
«hardened» cooTBeTCTBEHHO.

1.7 Co3paHue KpPUNTOKOHTEMHepa IMPOWU3BOAWIOCH IIPU IMOMOLM ycTaHOBIeHHOro B OC
npunoxkenusi «Ludpossie ceptudukatei XCA» U CreHepUpOBaHHBIX UM CaMO3aBepeHHbIX
CepTU(UKATOB.

1.8 PabotocrocoOHOCTb  3/1IeKTPOHHOM moanicu (ganee - OII) aia  web-cepBucos
TpoBepsiiach C TMOMOIIbI0 Aemo-TiopTana «Amnagaud P.JI.» https://demo.aladdin-rd.ru/ u 1O TIK
«Epunbiin Knuent JaCarta 2.13», yctaHoBneHHoe B cpefie OC.

1.9 TIpoBepka paboThl KOHTeiHepa (MPOCMOTP COZAEP)KUMOTO, TeHepalus, YCTaHOBKa,
JKCTOPT, yzaneHWe ceprdukara u npouee) mpousBogunack ¢ nomoiibio 10 «Kpunrtollpo CSP
5.0.12500» u  cepTU(UKATOB  CreHepUpOBaHHbIX Ha  Jemo-mioprase  «Kpumnrtollpo»

https://testca.cryptopro.ru/certsrv/ u fiemo-noptasne «Anaaavd P.[].» https://demo.aladdin-rd.ruw/.
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ITpunoxenue Ne 3 K IIporokony Ne 8297/2022

IlepeueHb UCIIO/Ib3yeMbIX COKpAllleHUH

OC Astra Linux 1.6 — orepaijuoHHasi cucTema CrieljuajibHOro HasHaueHusl «Astra Linux
Special Edition» PYCB.10015-01 (ouepegHoe o6HOBneHue 1.6);

OC Astra Linux 1.6.10 — OC Astra Linux 1.6 ¢ yCTaHOBJ/IEHHbIM OI€paTUBHbLIM
obnoBnearem BIOJIJIETEHD Ne 20211126SE16;

OC — ornepaliOHHas CUCTeMa;

YerporictBo — USB-token JaCarta-2 'OCT JC206-2.F27 ¢ ycTaHOB/IeHHBIM [TPU/IO’KEHUEM
«'OCT»;

I1O — mporpaMMHoe obecrnieyeHue;

TOKeH — yCTpOMCTBO C 3alljMI|eHHOM MapojieM KapToW IaMsATH, Ha KOTOPOW XPaHWUTCS
vH(OpMaLs [/ CO3JaHuUs TTOANMCH, MOXKeT ObITh B BHje USB-HakommTens mi60 cMapT-KapThl;

OIl — »3/1eKTpOHHasi TOAINWCH T[I03BOJISIeT TIOATBEPAUTH aBTOPCTBO 3/IEKTPOHHOTO
JOKyMEeHTa, 3TO ero PeKBU3HUT IOMyUYeHHbIN B pe3y/bTare KPUITOrpaguueckoro rpeobpa3oBaHus

I/IHCl)OPMaL[I/II/I C UCIT0JIb30BdHHEM 3dKPBITOI'O KJ/ItO4a IMOAIMTKUCH.

Waentnudukarop aokymenTa 465604be-9843-4774-ab47-fd733e4004a8

[okymeHT noanucan v nepeaaH depes onepatopa 310 AO «[1® «CKb KoHTtyp»

Bnasenew, ceptndwkata: opraHmsaums, COTPYAHMK CepTudukar: cepuiiHbli HOMEP, Nepros [lata v Bpema noanucanHma
NencTBMA
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