ITPOTOKOJI Ne 8299/2022

npoBejeHNsi coBMecTHbIX ucnbiTanuii USB-Tokena JaCarta-2 I'OCT JC206-2.F27 u
oneparnuoHHON CHCTeMBI Crielia/IbHOro Ha3HaueHus «Astra Linux Special Edition»
PYCB.10015-01 (ouepegHoe o6HOB/IeHHe 1.7)

r. MockBa 30 mronsa 2022 1.

1. IlpeamMeT ucTibITaHUM
1.1 B Hacrosiiem ITpoTokosne 3adukcrpoBaHo, uto B repuof ¢ 31.05.2022r.. mo 30.06.2022r.

ObTM TIpOBefleHbl CcoBMecTHble wucrbiTaHus USB-tokena JaCarta-2 T'OCT JC206-2.F27 ¢
ycTaHoBieHHbIM Tipunoxkennem «['OCT» (manee — YCTpoMCTBO) C OMEpaLiMOHHOM CUCTEMOU
creliMasibHOTO Ha3HaueHUs: «Astra Linux Special Edition» PYCB.10015-01 (ouepeaHoe
obHoBneHne 1.7) (manee — OC Astra Linux 1.7), paspaboranHoii OOO «PycBUTex-Actpa»,
Bkmtouass OC Astra Linux 1.7 ¢ ycTaHOB/IeHHBIM OIepaTUBHBIM OOHOBIeHWeM 0e30TacHOCTH
BIOJIJIETEHD Ne 2021-1126SE17 (nanee — OC Astra Linux 1.7.1).

2. OOBEKT UCTIBITAHUN

2.1 Ha wcrieITaHusi ObUT TPeIOCTAaBIEHO YCTPONCTBO B ciieAyroieli komruiekraruu: USB-
ToKeH, [1O f/14 Hero u conpoBojuTe/IbHAs JOKYMeHTaLUsl.

3. Xo/ UCMbITaHUH

3.1 B xoge COBMECTHBIX UCIIBITaHWN OblIa TIPOBeJjleHa TIpOBepPKa KOPPEKTHOCTU
orpeiesieHus U (pyHKIMOHUpoBaHus ycrpoiictBa B OC Astra Linux 1.7 u OC Astra Linux 1.7.1 B
obbeMe TIPOBePOK, yKa3aHHBIX B [Ipunoxennu 1 u [Ipunokennu 2. [IpoBepKu OCyIIeCTBIISUTUCH C
WCI0/Ib30BaHMEeM 3KCITyaTallMOHHOM foKyMeHTauyuy Ha OC Astra Linux 1.7.

3.2 Xog ucribiTanuii onucax B [Ipunoxennu 3.

3.3 [na mipoBepku pabOTOCIOCOOHOCTH CEAYIOIUX Y37I0B ObUIO  /IOTIOTHUTEIEHO

ycraHosieHo I10:

YcrpoiicTBo HaumenoBanue I10 MD5 Ncrounuk I10

MK «Eaunbii Kimuent JaCarta» | 76490b4b088c135188466 | CkorpoBaHo ¢ caiita AO
jacartauc_2.13.10.3184_al1.6_x | e63009e8b5d «Anagaus P.T.»
64.zip
«JC-WebClient» 3520dc153d2844849f725 | CkorvpoBaHo ¢ caiita AQO

USB-Token JCWebClient_4.3.2.1520_Linux | 501c2a44b9f «Anagaus PJI.»
_DEB_x64.deb
«KpwurrolTpo CSP 5.0.12500» | 9ba29d15fadc621038257 | CkormpoBano ¢ catita OOO
. 0e85a9f5749 «KPUITTO-ITPO»
linux-amd64_deb.tgz

Mepeaar vepes Ananok 28.07.2022 17:22 GMT+03:00 / \

c9deb281-6cb1-4c0f-adb6-2974df8efcc2 \

CrpaHunua 113 6 \

2 )

"/



4 Pe3ynbTaThl UCTIBITAHUMN
4.1 Tlo pe3ynbraram TeCTUPOBaHUSl YCTaHOBJIEHO, UTO YCTPOWCTBO NoZ ympasieHuem OC

Astra Linux 1.7 u OC Astra Linux 1.7.1 ¢pynkiuonupyer KOPPEKTHO.

BriBog,

YcrporictBo ¢ ycraHoBneHHoM OC Astra Linux 1.7 u OC Astra Linux 1.7.1 npurogHo K
MIpUMeHeHUIo ¢ yueToM I1.1.1 IIpunoxenus 3.

CocraB paboueli TpymITbI U TOJIIMCH CTOPOH

HacTosuuii [TpoTokon cocta/ieH paboyeid TpyIow:

Kymuk A. FHO. — pykoBoauTenb CeKTOpa MUCIbITaHUMM Ha coBMecTMMOCTb ¢ CBT oramena
TeCTUPOBaHUSl Ha COBMECTHMMOCTH JelapTaMeHTa pa3sBUTHSI TEXHOJIOTMYECKOrO COTPYZAHUYeCTBa
OBUC OO0 «PycbUTex-Actpa»;

Jlykmuna E. B. — crapmmii WHXeHep OTJe/lia TeCTHPOBaHUSI Ha COBMECTUMOCTb

JlerlapTameHTa pa3BUTUS TexHOoJoruyeckoro corpygauuecrsa [JBVC OO0 «PycbBUTex-Actpa».

00O «PycbNTex-Actpa»

PYKOBOJUTE b CeKTOpa UCTIbITaHUM Ha COBMeCTUMOCTb ¢ CBT
OT/les1a TeCTUPOBAHHMS HA COBMECTUMOCTh JieflapTaMeHTa

PasBUTHSI TEXHOJIOTUYECKOTO coTpyAaHuuectsa IBUC

(JOJDKHOCTB)

Kymuk A. 1O.

(nopnuce) (pamunust, MHULMATBL)

« » 20 roga
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ITpunoxenue Ne 1 K IIporokosy Ne 8299/2022

ITepeueHb (DyHKIIHOHATIBHBIX MPOBEPOK YCTPOMCTBA

HanmeHoBaHue npoBepKH Pe3ynbTaT HCHbITaHUI

Bepcus oneparjioHHO#H CHCTeMbI 1.7.0

Bepcus sigpa Astra Linux 5.4.0-54-generic 5.4.0-54-hardened

1. |ObHapyxeHue TokeHa B OC YcnemHo YcnemHo
Co3parb KpUNITOKOHTEHHEP
(uCcnosb30BaIMCh CaMO3aBepeHHbIe

2. YcrienrHo YcrienrHo
cepTu(rKaThl CreHepUpOBaHHbIe B
XCA)
OII pnst web-cepBucoB

3. A p YcrienrHo YcrienrHo
(memo-nioptan «Anagaus P.J1.»)
ITpoBepka paboThl KOHTeHHEDA:

4.1 |IIpocMOTp COAEep>KUMOro YcnewHo YcnemHo
Pa3melijeHrie TeCTOBOro cepThdUKaTa

4.2 o PTG YcrienrHo YcrienrHo
OTKPBITOTO K/IHOYa
YcranoBka 3KCIIOPT, ajieHue

4.3 ’ P YA YcnewHo YcnewHo
cepTUduUKara
IToanucanue JIOKyMeHTa

4.4 | 3eKTPOHHOM NIPUCOeIMHEHHOU YcnewHo YcnewHo
TOATIMCHI0

4.5 | YnaneHue KOHTelHepa YcnemHo YcnemHo
[Mn¢pposanue/pacmmdpoBaHue

4.6 vcbp P bp YcnemHo YcnemHo
datina
[IpoBepka By X(haKTOpHOM

5. POBEP AByX( P YcrienrHo YcrienrHo
ayTeHTU(PUKALIUU, TOKATLHO
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ITpunoxenue Ne 2 K IIporokosny Ne 8299/2022

ITepeueHb (hyHKIIMOHATBHBIX MPOBEPOK YCTPOHCTBA

HanmeHoBaHue npoBepKH Pe3ynbTar HCIBITAaHUM

Bepcus oneparjioHHO#H CHCTeMbI 1.71

Bepcus sigpa Astra Linux 5.4.0-81-generic/hardened | 5.10.0-1045-generic/hardened

1. |ObHapyxeHue TokeHa B OC YcnemHo YcnemHo
Co3parb KpUNITOKOHTEHHEP
(uCcnosb30BaIMCh CaMO3aBepeHHbIe

2. YcrientHo YcrienHo
cepTu(rKaThl CreHepUpOBaHHbIe B
XCA)
OII pnst web-cepBucoB

3. A p YcrientHo YcrienHo
(memo-nioptan «Anagaus P.J1.»)
ITpoBepka paboThl KOHTeHHEDA:

4.1 |IIpocMOTp COAEep>KUMOro YcnewHo YcnemHo
Pa3melijeHrie TeCTOBOro ceptudukara

4.2 i PTG YcrientHo YcrienHo
OTKPBITOTO K/IHOYa
YcranoBka 3KCIIOPT, ajieHve

4.3 ’ P YA YcnewHo YcnewHo
cepTUduUKara
IToanucanue JIOKyMeHTa

4.4 | 3eKTPOHHOM NIPUCOEAVMHEHHON YcnewHo YcnewnHo
TOATIMCHI0

4.5 | YnaneHue KOHTelHepa YcnemHo YcnemHo
[Mn¢pposanue/pacmmdpoBaHue

4.6 vcbp P bp YcnenHo Ycnemno
datina
[IpoBepka ByX(DaKTOpPHOM

5. POBEP ABYX P YcrientHo YcrienHo
ayTeHTU(PUKALIUU, TOKATLHO
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IIpunoxenue Ne 3 K IIpoTokosy Ne 8299/2022

OmnucaHue X0/ia NPoBe/eHNsI UCITBITAHUHU

1 Xop ucnbrranuii

1.1 B xoze cOBMeCTHBIX UCTIBITAHUM yCTAaHOB/IEHO, UTO TIPH WCII0/Ib30BaHUM TrpauuecKoro
npunoxxenus «Lludposeie ceprudukatsl XCA», npunoxenue «I'OCT» mo3BossieT SKCIIOPTMPOBATh
B USB-ToKeH TONBKO ceprudukar kiamueHTa, 6e3 kioua. B nHTepdeiice «LludpoBbie cepTrduKaTh
XCA» mpu mombITKe 3KcropTa kimodya Bo3HWKaeT coobujeHre «CKR_USER_TYPE_INVALID»,
USB-TOKeHbl C MHTErpUpOBaHHBIM TpuiokeHneM «PKI» Mo3BOMSIOT MPOU3BOAUTH 3KCIIOPT Kak
ceptu(uKara, Tak U Kjroua.

1.2 [1ns mpoBepKH JIOKa/TbHOM /IBYX(haKTOPHOM ayTeHTU(UKALIMK UCII0Ib30Basiach TeCTOBast
Bepcust [1O «SecurL.ogon», TmpesocTaB/ieHHasi TIpou3BoAuTeneM. Tak Kak 3Ta Bepcus elé OyzaeT
JopabaTeiBaThCs, B IAaHHOM TIPOTOKOJTe He yKa3zaHa Bepcusi [1O u ero md5 xamr.

1.3 [lna omipefiesieHUs1 yCTPOWCTBA B CUCTeMe HCIO/b30Banach YTHIWTA pcsc-tools, oHa
BXOJWT B COCTaB AMCTPUOYTHBHOTO /IMCKA, UCIIO/Ib30Ba/IaCh KOHCO/IbHAs KOMaH/A:

pcsc_scan

1.4 Co3zaHye KpUNTOKOHTeWHepa IpPOM3BOAWIOCH IPU MOMOLM ycTaHoBaeHHoro B OC
npuioxkenusi «Ludposeie ceptudurkatet XCA» U CreHepUpPOBaHHBIX WM CaMO3aBepeHHbBIX
cepTU(UKaTOB.

1.5 PabGoTtocrocoOHOCTh 31eKTpoHHOW moamucy (manee - OII) gia  web-cepBucos
TpoBepsijiach C TMOMOIIbI0 AemMo-TiopTana «Anaagud P.J.» https://demo.aladdin-rd.ru/ u 1O JC-
WebClient 4.3.2.1520, IIK «Eaunbiii Knuent JaCarta 2.13», ycraHonieHHbie B cpefie OC.

1.6 TIpoBepka pabOThI KOHTeliHepa (ITPOCMOTP CO/EP’KUMOrO, TeHepariys, YCTaHOBKQ,
9KCIIOPT, yZAajeHHe cepTdukata U mpodee) npousBoguiack ¢ nomoisio 10 «Kpuntollpo CSP
5.0.12500» u  cepru¢UKaToB  CreHepupoBaHHbIX Ha  Jemo-mioprane  «Kpumnrollpo»

https://testca.cryptopro.ru/certsrv/ u gemo-nioptane «Anagavd P.J1.» https://demo.aladdin-rd.ru/.
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IIpunoxenue Ne 4 K IIpoTokosy Ne 8299/2022

IlepeueHb UCII0/Ib3yeMbIX COKPAILleHHH

OC Astra Linux 1.7 — omnepanj@oHHas cucTeMa CrieLyajbHoro Ha3HaueHus «Astra Linux
Special Edition» PYCB.10015-01 (ouepegHoe o6HOBNeHue 1.7);

OC Astra Linux 1.7.1 — OC Astra Linux 1.7 ¢ ycTaHOB/IeHHBIM OIlepaTUBHbIM
o6HoBneHnem BIOJIJIETEHD Ne 2021-1126SE17;

OC — ornepaliMOHHas CUCTeMa;

YcrpolictBo — USB-token JaCarta-2 'OCT JC206-2.F27 ¢ ycTaHOB/IEHHBIM NTPUJIO)KEHEM
«['OCT»;

TOKeH — yCTPOMCTBO C 3alllMILeHHOW ITaposieM KapToi MaMsTH, Ha KOTOPOW XPaHUTCS
vH(OpMaLs [/ CO3AaHus TIOATHCH, MOYKeT ObITh B BUje USB-HakomuTenst ib0 cMapT-KapTh;

OI1 — 5/1eKTpOHHAs NOAMKCH [T03BOJISIET NIOATBEPAUTH aBTOPCTBO 3/IEKTPOHHOIO IOKYMEHTa,
3TO €r0 PeKBU3UT IOTyYeHHbIHN B Pe3y/bTare KpUNTorpaduuecKoro mpeobpa3oBaHust HHGOOPMALUH

C UCIT0/Ib30BAHHEM 3aKPBITOI'O K/IHOUd MOAIMKUCH.

NaeHTndunkatop aAokymeHTa c9deb281-6cb1-4c0f-adb6-2974df8efcc2 - I

[okymeHT noanucan v nepeaaH depes onepatopa 310 AO «[1® «CKb KoHTtyp»

Bnasenew, ceptndwkata: opraHmsaums, COTPYAHMK CepTudukar: cepuiiHbli HOMEP, Nepros [lata v Bpema noanucanHma
NencTBMA
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