ITPOTOKOJI Ne 10534/2023
MPOBe/IeHUsI COBMECTHBIX UCIIBITAHUH NporpaMMHoro obecreuenns «Blitz Identity Provider»
BepcHH 5.9.3 ¥ onepaliiOHHONM CUCTEeMBbI Cllea/IbHOT0 Ha3HaueHusn «Astra Linux Special
Edition» PYCB.10015-01 (ouepeaHoe o6HoB/1eHHe 1.7)
I. Mocksa 11.01.2023

1 IlpegmeT MCHbITaHUN

1.1 B HacTosiiieM rpoTokose 3ahuKCUpoBaH (akT TpoBefeHUs B nepuo ¢ 24.11.2022 mo
10.01.2023 coBMeCTHBIX UCTIBITaHUM TTporpaMMHOro obecrieuenusi «Blitz Identity Provider» Bepcuu
5.9.3 (manee — TII0), paspaboranHoro OOO «PEAK-CO®T», W oIeparyoHHOM CHCTEMBI
crielMaibHOTO Ha3HaueHUst «Astra Linux Special Edition» PYCB.10015-01 (ouepegHoe 06GHOBIeHHE
1.7) (manee — Astra Linux SE 1.7.0), paspaboranHoii OOO «PycbUTex-Actpa», BKtodass Astra
Linux SE 1.7.0 ¢ ycraHOB/eHHbIM orepaTvBHbIM 0OHOBeHHeM Oe3oracHoctd BIOJIJTETEHB Ne
2022-1110SE17 (orepatuBHOe ob6HOBeHHe 1.7.3) (manee — Astra Linux SE 1.7.3).

2 OOBEKT UCTIBITAaHUH

2.1 TlepeueHp KOMITIOHEHTOB, SKCIIJIyaTUPOBABIIMXCSI B XOZJe TMpOBeJeHUsl JaHHBIX

UCTIbITaHuM, oTHOCsIMXcs K [10, ipeacrasniex B Tabnuie 1.

Tabmuua 1 — ITepeueHb KOMIIOHEHTOB, OTHOCSIIMXCS K T10O

Omnucanue HaumenoBanmue MD5 Ncrounuk
daiin nporpaMMHOro e49f20d60b2e1e026e34785
blitz-5.9.3.bin CropoHa pa3paboturika I1O
nakera guctpubytusa 10 bfb004c62

®ailn1 apxuBa, cofiepKalluit

(aiinbl UCTpUOYTUBOB db3da49ad9cc7d99e7d4295

_ |resources.zip CropoHa pa3spaboTunka 10
JIOTIO/THUTETLHBIX MOZYJIel 316370286
1 (0)

Pecypc B ceTu «IHTEpHET»,
OdurmanbHOe PYKOBOJCTBO | DI€KTPOHHAS

azpec:
«https://docs.identityblitz.ru
/blitz-idp/#/install-blitz»

1o skcrutyaranuu I10 B JIoKyMmeHTarLus ayist «Blitz -

9/IeKTPOHHOM (popmare Identity Provider»
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3 Xo/ UCMbITaHUH

3.1 B xoze TipoBeieHHsT HACTOSIIIMX UCITBITAHUM OBbITH BBITTOTHEHBI TIPOBEPKH KOPPEKTHOCTH
¢yukimonupoBanus 10 B cpemax: Astra Linux SE 1.7.0, Astra Linux SE 1.7.3, — B oObeme,
yKa3aHHoM B [Ipunokenum 1.

3.2 [lepeuens oduLmManbHbIX perno3uTopueB I10, 3KCMyaTHPOBAaBLIMXCS B YIOMSIHYTBIX
cpejax:

* B cpege Astra Linux SE 1.7.0: base;

* B cpefie Astra Linux SE 1.7.3: base, update.

3.3 HeoduimanbHele periosutopuu 10 /i yKa3aHHBIX Cpejl He SKCIITyaTHPOBa/IUCh.

3.4 C uenbl0 NpOBeZleHNsI YKa3aHHBIX IIPOBEPOK NPU BK/IFOUEHHOM peXHUMe 3aMKHYTOU
niporpammHoi cpefpl (ganee — 3I1C) ynomsinyTeix OC, B Xo[e BHeJpeHUs] COOTBETCTBYIOLLEH
anekTpoHHOM Tofnucy (II1) B daiinel I10 dopmara ELF, ucnonb3oBancsi KOMIUIEKT LUGPOBBIX
Kmoueid mporpamMMmel Ready for Astra Linux OOO «PycBUTex-Actpay.

3.5 [IpoBepka KOppeKTHOCTH (yHKLUMOHMpOoBaHUs [1O B yCIOBHSIX HEHY/eBOrO YPOBHS
KOH(UIeHI[MabHOCTH MeXaHW3Ma MaHJ]JaTHOTO pasrpaHuyeHust poctyna (garnee — MPI)
yKa3aHHbIX CpeJi He IPOBOAW/IACH 0 MPUYMHE OTCYTCTBUSA mojzepxku I1O cooTBeTcTByrOLLEH
¢dyukumonansHoct OC. MHbopmanys 06 OTCYTCTBUM YIOMSIHYTOM TIOAJep)KKK Obuia 3asiBlieHa
cropoHo# paspabotunka I[10.

3.6 lnss dyukuuonvpoBanus I10 Tpebyercss mpenycraHoBieHHoe B OC mporpaMMHoe
obecrieuenue: Liberica JDK 8, memcached, CYB/ PostgreSQL, RabbitMQ, 389-ds-base, libnss3-
tools, nginx-light.

3.7 Oannoe I1O Hepgonyctumo ucnonb3oBars ¢ MP/I, Tak Kak HCII0/Ib3yeTCss IIPOrPaMMHBIN
komroHeHT RabbitMQ, KOTOpBII He [[o/KeH IPUMEHSIThCS TIPH OfHOBPeMEeHHOUM 00paboTKe JaHHbBIX
C Ppa3MYHbIMKA YPOBHSIMH KOH(PUIEHLUATBHOCTU WM [ 00ecrieyeHUs] B3aUMOEHCTBUS
TIPOLIECCOB C pa3/IMUHbIMU YPOBHsIMU focTyra («PykoBogcTBo mo KC3 Y. 1» m. 17.3.4.3).

4 Pe3ysbTaThl UCIIBITAHUMN

4.1 TIO koppekTHO ¢yHKLMOHKpYeT B cpefax: Astra Linux SE 1.7.0, Astra Linux SE 1.7.3.
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5 BriBOj,

5.1 I1O u onepaloHHasl CUCTeMa CIleL{uaJbHOro Ha3HaueHus «Astra Linux Special Edition»
PYCB.10015-01 (ouepesHoe oOHOBieHWe 1.7) COBMeCTHMBI, TPUHMMAasi BO BHUMaHHe
VH(OopMalMIo, CoepXKallytocs B pa3fenax 3, 4 u [lpunoxenuu 2.

6 CocraB paboueii TPyIITbI U MTOAITHUCH CTOPOH

6.1 JlaHHBII IPOTOKO/ COCTaB/IeH yUaCTHUKaMH paboueli TPyTIIbL:

Kapnenko [I. M. — pykoBoguTe/b CeKTOpa OTZAeja TeCTUPOBaHUS Ha COBMECTUMOCTH
JileriaprameHTa pa3sBUTHA TexHosiornueckoro corpygaudectsa JIBuC OOO «PycbUTex-AcTtpa»;

Uepnse A. O. — crapumii MWHXeHep OT[e/la TeCTUPOBaHWsS Ha COBMECTHUMOCThb

JleriapramMeHTa pa3sBuTHs TexHoaoruueckoro corpygauuectsa BuC OOO «PycbUTex-Actpa».

000 «Pycb1Tex-Actpa»

PYKOBOZUTE/b CEKTOpa OT/ie/1a TeCTUPOBAHUS Ha
COBMECTUMOCTH JieflapTaMeHTa pa3BUTHSL TEXHOIOTHYeCKOro
corpyauuuectsa [JBuC
(RomKiocTs)

Kaprnierxko /1. M.

(TIoATIHCh) (bamuusi, MHULMAIBT)
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ITpunoxenue 1 K Ilporokosy Ne 10534/2023

Ilepeuensb npoBepok coBMecTumocTH I10 u Astra Linux SE 1.7.0, Astra Linux SE 1.7.3

Pe3ynbrar nposepku I1O u Astra Linux SE
Ne
s HauMeHOBaHHe POBEPKH 1.7.0 c agpom OC 1.7.3 c sppom OC
5.4.0-54- 5.4.0-54- 5.4.0-110- 5.4.0-110- 5.10.142-1- 5.10.142-1- 5.15.0-33- 5.15.0-33- 5.15.0-33-
generic hardened generic hardened generic hardened generic hardened lowlatency
1. | Ycrauoska [1O YcnemHo YcneriHo YcneriHo YcnernHo YcremHo YcremHo YcremHo YcremHo YcremHo
2. |3amyck, ocTaHoOBKa BbinoyHeHus [10 YcnemHo YcrnemHo Ycrnemso Ycrnemso YcnenHo YcnenHo YcrierHo YcrierHo YcrewHo
DKCIITyaTalyss MUHUMa/IbHOM 0a30Boii
3. y 1 YcneiHo YcnenHo YcnenHo YcnemHo YcrnemHo YcrnemHo YcnenHo YcneiiHo YcneiHo
¢dyukumonansHOCTH [10
dynkionupoBanue I10 B yC10BUSIX HU3KOTO
4. YHKL p y YcnewHo YcnewHo YcnemHo YcnemHo YcnewHo YcnewHo YcnewHo YcnewHo YcnewHo
YPOBHs LiesiocTHOCTU Mexanusma MKII OC
®ynkiuonvposanue I10 B ycnoBusx
5. |HeHy/neBOro ypoBHsI KOH(UAEHIIMATLHOCTH He He He He He He He He He
: Y yp AeHl MPOBOAWIACH | IIPOBOAW/IACH | IPOBOAW/IACH | IPOBOAWIACH | IIPOBOAW/IACH | IIPOBOAWIACH | MPOBOAWIACH | IIPOBOAW/IACH | IIPOBOAWUJIACH
MexaHusma MPJ] OC
OTcyTCTBME HapyIlleHuid TpeboBaHMH
6. Y Py p YcnerHo YcnerHo YcneniHo YcneniHo YcreniHo YcrenHo YcremHo YcremHo YcremHo
nozapaszena 17.3 «PykoBogcreo o KC3 Y. 1»
CooteerctBHe 00beKTOB PC OC
7. YcnewHo YcnewHo YcnemHo YcnemHo YcnemHo YcnemHo YcneuiHo YcneiiHo YcneiHo
muctpubytuBy OC nipu 3kcrutyartagun [10
8. YAaneHHe 1O YcnewHo YcnewHo YcnemHo YcnemHo YcnemHo YcnemHo YcneuHo YcneuiHo YcneiHo
dyukipionupoBanue 10 B yc/1oBUsIxX
9. y LI P y YcnerHo YcnerHo YcneriHo YcneniHo YcreniHo YcrenHo YcremHo YcremHo YcremHo
BKJIIOUEHHOT0 MexaHu3ma 3I1C OC
OTCyTCTBMe HapyllleHUii TpeboBaHUH
10. y Py P YcnewHo YcnewHo YcnemHo YcnemHo YcnemHo YcnemHo YcneuHo YcneuiHo YcneiHo
nogpaszena 17.2 «Pykosoactso o KC3 Y. 1»
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ITpunoxenue 2 K Ilporokoy Ne 10534/2023

MHcTpykius no ycraHoBke u yaasenuo ITO B cpegax: Astra Linux SE 1.7.0, Astra
Linux SE 1.7.3

1 Ycranoska I10:

1.1 BBINO/IHUTE CUCTEMHbIE KOMaH/bl, 1eMCTBUS:

Ycranoska I10 B ynomsanyTthix cpegax: OC Astra Linux 1.7.0, OC Astra Linux 1.7.3 —
BBITIOJTHS/IMCH COIVIACHO 3/IEKTPOHHOM JJoKyMeHTaLuu s «Blitz Identity Provider» yka3aHHoii B
Tabmure 1.

2 Ynanenue I10:

2.1 BBINOJIHUATE CUCTEMHBIE KOMaH/bl, [1eMCTBUS:

sudo unlink /etc/blitz-config

sudo rm -rf /usr/share/identityblitz

sudo rm -rf /var/log/identityblitz

sudo rm -f /etc/default/blitz-*

sudo systemctl daemon-reload
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ITpunoxenue 3 K IIporokoy Ne 10534/2023

ITepeueHb UCN0/Ib3yeMbIX COKPaLleHHH

«PykoBogctBo mo KC3 Y. 1» — pokymeHT «OmepaldOHHasi CUCTeMa CIeLiMaJbHOro
HasHaueHUs1 «Astra Linux Special Edition». PykoBogctBo mo KC3. Hacts 1» PYCB.10015-01 97
01-1;

Astra Linux SE 1.7.0 — omnepaljoHHasi CUCTeMa CIleLiMa/ibHOrO Ha3HaueHUsi «Astra Linux
Special Edition» PYCB.10015-01 (ouepenHoe o6HoBIeHHe 1.7);

Astra Linux SE 1.7.3 — omnepauuOHHas cucTeMa CIleljuajabHOro HasHaueHusl «Astra Linux
Special Edition» PYCB.10015-01 (ouepeaHoe oGHOB/eHHe 1.7) C yCTaHOBJEHHBIM OIE€PAaTHBHBIM
obHoBnenrem Ge3ornacHoctd BFOJIJTETEHD Ne 2022-1110SE17 (onepatvBHOe ob0HOB/eHue 1.7.3);

ABuC — 1¥BU3WOH BHEJPEHWS U COMPOBOXKIEHHS;

3IIC — 3amKHyTas rporpaMmHasi Cpeza;

KC3 — xoMI/1eKC Cpe/iCTB 3alljUThl;

MKIL] — MaHJaTHBIM KOHTPOJIb L{e/I0CTHOCTH;

MP/] — MaHAaTHOE yripaBjieHUe JOCTYIIOM;

OC — oneparjioHHasi CUCTEMa;

1O — nporpammHoe obecrieuenue «Blitz Identity Provider» Bepcum 5.9.3.
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