IMTPOTOKOJI Ne 14184/2023
MPOBe/IeHUsI COBMECTHBIX HCIIBITAHUH MPOrpaMMHoOro odecreuenus «Secret Net LSP» Bepcun
1.12 y onepaniuoHHOH CHCTeMBI ClleliaIbHOr0 Ha3HaueHusn «Astra Linux Special Edition»
PYCB.10015-01 (ouepegHoe ooHOB/IeHUE 1.7)
. Mocksa 07.09.2023
1 IlpeagmeT McHbITaHUM
1.1 B HacTosiiieM npoTokone 3adukcrpoBaH (akT rnpoBeieHusi B nieprof ¢ 10.08.2023 mo
07.09.2023 coBMeCTHBIX MCITBITaHUM MporpamMmHoro obecrieuenusi «Secret Net LSP» Bepcuu 1.12
(manee — TIO), paspaboranHoro OOO «Kopg be3omnacHocTH», W OMNEpalMOHHONW CHCTEMBI
crieljiaibHOTO HazHaueHUst «Astra Linux Special Edition» PYCB.10015-01 (ouepenHoe 0OHOBIeHHE
1.7) (manee — Astra Linux SE 1.7.0), paspaboranHoii OOO «PycbUTex-Actpa», BKtodass Astra
Linux SE 1.7.0 ¢ ycTraHOB/ieHHbIM OriepaTHBHbIM 0OHOBeHHeM Oe3oracHoctu BIOJIJTIETEHB Ne
2023-0426SE17 (oneparuBHOe oOHOBeHHe 1.7.4) (manee — Astra Linux SE 1.7.4).
2 OOBEKT UCTIBITaHUN
2.1 IlepeueHbp KOMIIOHEHTOB, 3KCIIJIyaTUPOBABLIMXCS B

XOoZfle TPOBeJEeHUsl [JaHHBIX

UCTIbITaHUM, oTHOCsIUXCs K [10, ipeacTasnieH B Tabnuiie 1.

Tabmuua 1 — ITepeueHb KOMIIOHEHTOB, OTHOCSIIMXCS K T1O

OnucaHue HaumenoBanue MD5 Ncrounuk
@aiin nmporpaMMHOTO secretnet_1.12- €2589d1adcbea09882ac514 |IIpemocraBneHo
naketa guctpubytrea I[I0 | 760.astral.7_amd64.deb bd756¢bc5 pa3paboTurKoM
®aiin1 apxuBa, CoflepKalluit
(aiinbl JUCTpUOYTUBOB snlsp-firewall_1.2- 9fb6325eb5780c2a1b8c015 |IIpenocTapieHo
JIOTIOJTHUTe/IbHBIX MoAy/eli | 760.astral.7_amd64.deb 9deab8074 pa3paboTurKOM

1O (ceTeBoit 3KpaH)

Pecypc B cetu «IHTEpHET»,

azipec:

OdwurpanpHOe pyKOBOJCTBO
no skcrutyarauuu [10 B

3/IeEKTPOHHOM opmare

«CB0JI, 3/1eKTPOHHOM
IIOKyMeHTalst A7t «Secret

Net LSP» Bepcuu 1.12»

«https://www.securitycode.r
u/download_center/?
section=documents&produc
t=Secret%20Net
%?20LSP&version=1.12»
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3 Xo/ ucrbITaHUH

3.1 B xo/ie mpoBeieHNsI HaCTOSIIL[UX UCTIBITaHUI OBI/TM BHITIONTHEHBI TTPOBEPKU KOPPEKTHOCTH
¢yukimonupoBanusi 10 B cpemax: Astra Linux SE 1.7.0, Astra Linux SE 1.7.4, — B obObeme,
yKa3aHHOM B [Ipuoxkenun 1.

3.2 [lepeuens oduLManbHbIX perno3uTopueB I10, 5KCMTyaTMpOBaBLIMXCS B YIOMSIHYTBIX
cpefax:

* B cpege Astra Linux SE 1.7.0: base;

* B cpefie Astra Linux SE 1.7.4: base, update, extended.

3.3 Heodurmanbhble periosutopuu [10 /1 yKa3aHHBIX CpeJ He 3KCIITyaTUPOBaJIHCh.

3.4 C uenblo TMpoBeZleHUs] YKa3aHHbIX MPOBEPOK MPH BK/IIOUEHHOM peXHWMe 3aMKHYTON
riporpamMmMHoii cpenibl (manee — 3I1C) ynomsHyTeix OC, KMCIO/Bb30BajICs COOTBETCTBYIOLIMM (aiin
OTKPBITOTO KJ/TI0Ua, TIPe/I0CTaB/IeHHBIN CTOPOHOM pa3paboTurka I10.

3.5 [IpoBepka KoppeKTHOCTM (QyHKUHMOHUpPOBaHUS [IO B yCI0BUSIX HEHY/IEBOTO YPOBHS
KOH(U/IeHIIMaIbHOCTH MeXaHW3Ma MaH/IJaTHOTO pas3rpaHuueHust JocTyra (zJamtee — MPU)
yKa3aHHBIX CpeJi He TMPOBOAWIACh MO MPUUYMHe OTCYTCTBUS moffepXku 10O cooTBeTCTByMOLIeH
¢dyukmonanpHoctr OC. UHpopmaluy 06 OTCyTCTBHM YIIOMSTHYTOM TOAJIEP>KKU Oblyia 3asiBlieHa
cTopoHoit paspaboruuka I10.

3.6 TectupoBanue I1O mpousBoAWIOCh 6€3 MCIOMb30BaHUS MOAY/IA 0a30BOM 3alUThI OT
HCI.

4 Pe3ynbTaThl UCTIBITAHUM

4.1 T1O xoppeKTHO QyHKLIMOHUPYeT B cpefax: Astra Linux SE 1.7.0, Astra Linux SE 1.7.4.
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5 BriBOj,

5.1 1O u onepaloOHHasl CUCTeMa CIleL[MabHOro HasHaueHus «Astra Linux Special Edition»
PYCB.10015-01 (ouepemHoe oOHOB/eHue 1.7) COBMeCTHMBI, TIpUHMMass BO BHUMaHHe
vH(pOpMaLHIOo, CoAep Kallytocs B pa3zenax 3, 4 u [Ipunoykenum 2.

6 CocraB paboueii TPYIIITLI U TTOITUCH CTOPOH

6.1 JlaHHBII IPOTOKO/ COCTaB/IeH yUaCTHUKaMHU paboueld TpyTIIibL:

[Tpokantok [I. C. — pyKoBOAMTe/Ib CEKTOPA OT/Ze/1a TEXHOJIOIMUeCKOU COBMECTUMOCTH
JlerlapTaMeHTa pa3BUTUs TexHosiorudeckoro corpyguuyectsa IBuC OOO «PycbUTex-Actpar;

JlykuHa E. B. — cTapimii uH)KeHep OT/ie/la TeEXHOJIOTMUeCKo COBMeCTUMOCTHU

JlerlapramMmeHTa pa3sBUTUS TexHoJiornyeckoro corpygaudectsa JBuC OOO «PycbUTex-Actpa».

00O «PycbNTex-Actpa»

PYKOBOZUTe/b CEeKTOpa OT/e/1a TeXHOIO0TN4eCKOM
COBMECTMMOCTH JlellapTaMeHTa Pa3BUTHsl TEXHOJIOTYeCKOTo
corpyaHuuecTtBa [JBuC
(RomKioCTS)

ITpokanrok [I. C.

(moAmMch) (bamunust, MHULMATBY)
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ITpunoxenue 1 K Ilporokosy Ne 14184/2023

ITepeuens npoBepok coBmectumocTH I1O u Astra Linux SE 1.7.0, Astra Linux SE 1.7.4

Pesynprar npoBepku I10 u Astra Linux SE
No
o HauMeHOBaHMe POBEPKH 1.7.0 c agpom OC 1.7.4 c apgpom OC
5.4.0-54- 5.4.0-54- 5.4.0-110- 5.4.0-110- 5.10.176-1- 5.10.176-1- 5.15.0-70- 5.15.0-70- 5.15.0-70-
generic hardened generic hardened generic hardened generic hardened lowlatency
1. | Ycrauoska [10O YcrnemHo YcnerHo YcnerHo YcnerHo YcremHo YcremHo YcremHo YcremHo YcremHo
2. |3amyck, ocTaHoBKa BbinoyiHeHus [10 YcnemHo YcnemHo YcrnemHo YcrnemHo YcnenHo YcnenHo YcrielHo YcriemHo YcrielHo
DKCIITyaTalyss MUHMUMa/TbHOM 0a30BOM
3. y 1 YcneiiHo YcnenHo YcnenHo YcneHo YcnenHo YcnenHo YcnenHo YcneiiHo YcneiiHo
¢dyukuronansHOCTH [10
dyukuponupoBanue [10 B yC/I0BUSIX HU3KOTO
4. YHKI p y YcrerHo YcnerHo YcremHo YcrenHo YcrenHo YcremHo YcremHo YcremHo YcremHo
ypOBHA Lje1ocTHOCTH MexaHn3ma MKII OC
®ynkuuonuposanue I10 B ycnoBusx
5 HEeHyJ/1eBOoro OBHSA KOHCl)I/I eHIMa/IbHOCTU He He He He He He He He He
: Y yp MEeHL MPOBOAWIACH | TIPOBOAM/IACH | TMPOBOAW/IACH | TMPOBOAWIACH | TIPOBOAW/IACH | TPOBOAWIACH | TIPOBOAMIACH | MPOBOAWIACH | TPOBOAMIACH
MexaHu3ma MPJ] OC
OTCyTCTBMe HapyllleHui TpeboBaHWi
6. y Py p YcnerHo YcnerHo YcnerHo YcneniHo YcrenHo YcreniHo YcrenHo YcremHo YcremHo
nogpaszena 17.3 «Pykosogcrso no KC3 Y. 1»
CooteerctBHe 00beKTOB PC OC
7. YcnewmHo YcnewmHo YcnemHo YcnemHo YcnewHo YcnewHo YcnewHo YcnewHo YcnewHo
muctpubytuBy OC nipu skcrutyaranuu 110
8. YAaﬂeHHe 1o YcneuHo YcneuHo YcnewmHo YcnemHo YcnemHo YcnemHo YcneuiHo YcneuiHo YcneuiHo
dyukuponupoBanue 10 B yc/1oBUsIX
9. y 1—1 p Y YcnerHo YcnerHo YcnerHo YcneniHo YcrenHo YcrenHo YcrenHo YcremHo YcremHo
BK/IIOUéHHOro Mexanusma 3I1C OC
OTCyTCTBHe HapyllleHid TpeboBaHUI
10. Y Py p YcnewHo YcnewmHo YcnemHo YcnemHo YcnewHo YcnewHo YcnewHo YcnewHo YcnewHo
nogpaszena 17.2 «Pykosoacrso o KC3 Y. 1»
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IIpunoxenue 2 K ITporokosy Ne 14184/2023

MHcTpyKkiusa no ycraHoBke M yaaeHuio I1O B cpepax: Astra Linux SE 1.7.0, Astra

Linux SE 1.74

1 ¥Ycranoska I10:

1.1 BBINOMHUTL CUCTEMHbIE KOMaH/bl, 1eHACTBUS:

sudo apt install ./secretnet_1.12-760.astral.7_amd64.deb

sudo apt install ./snisp-firewall_1.2-760.astral.7_amd64.deb

2 Ynanenue I10:

2.1 BBITIO/IHUTH CUCTEMHBIE KOMaH/Ibl, 1eMCTBUS:

sudo apt purge --autoremove secretnet

sudo apt purge --autoremove snlsp-firewall

3 IIpu ycraHoBke I10 B cpefie Astra Linux SE 1.7.0 moTpe6oBasioch yCTaHOBUTE MaKeT
«libnetfilter-queuel», o 6611 ckonMpoBaH U3 «extended» pero3uTopus Astra Linux SE 1.7.4,

KOHTPOJIb L{e/IOCTHOCTH TIPY 3TOM He ObI/T HapylIleH.
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IIpunoxenue 3 K ITporokosy Ne 14184/2023

IlepeueHb UCI0/Ib3yeMbIX COKpaIlleHUH

«PykoBogctBo mo KC3 Y. 1» — pgokymeHT «OmepaldOHHasi CUCTeMa CIleLiaJbHOro
Ha3HaueHHUs1 «Astra Linux Special Edition». PykoBogcTtBo o KC3. Yacts 1» PYCB.10015-01 97
01-1;

Astra Linux SE 1.7.0 — onepaijdoHHas CcUCTeMa CIleLiMa/ibHOTO Ha3HaueHus «Astra Linux
Special Edition» PYCB.10015-01 (ouepeaHoe o6HoBneHue 1.7);

Astra Linux SE 1.7.4 — onepauyOHHasi CMCTeMa CIleliMajbHOr0 Ha3HaueHusi «Astra Linux
Special Edition» PYCB.10015-01 (ouepesHoe o6HOBneHue 1.7) ¢ yCTaHOB/IEHHBIM OIepaTUBHBIM
obHoBieHreM 6e3onacHoct BFOJIJTETEHD Ne 2023-0426SE17 (onepatuBHOe oO0HOBeHue 1.7.4);

OBuC — aupexiysi BHeZpeHUs U COTIPOBOXK/IeHUS;

3T1C — 3amMKHYyTasi IpOrpaMMHasi CpeJia;

KC3 — KoMILIeKC Cpe/iCTB 3allUThl;

MKI] — MaH[aTHBIN KOHTPOJIb LIeJI0OCTHOCTH;

MP/I — maHzaTHOe yIipaB/ieHue JOCTYIIOM;

OC — onepalMoHHas CUCTEMa;

1O — nporpammHoe obecrieuenue «Secret Net LSP» Bepcun 1.12.
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