ITPOTOKOJI Ne 5933/2021
IPOBeJIeHNST COBMECTHBIX MICIIBbITaHUI IIporpaMmuoro msnems «Kpumnrollpo CSP» sepcuu 5.0 R2
KC1 u onepaiuoHHOM cuCTeMbI CIenaabHOro HasHayenus «Astra Linux Special Edition»

ouepeaHoe ooHoBJIeHMe 1.7

r. Mockga 19 aBrycra 2021 r.

1 Cocras Paboueir rpyrimbl

1.1 Pabouas rpynmna B cocrase: Tosnctbix C. A. - pyKOBOAMUTES TPYIIIbI 110 TECTUPOBAHUIO HA
cosmecTumocTb ¢ 11O oTnena 1o pabore ¢ TEXHOJIOTMYECKUMM TTApPTHEPaMM JiellapTaMeHTa BHeIPeHus 1
conposokgenns OOO «PycbUTex-Acrpa», Kapmenko [I. WM. - wmmkeHepa orgesa 10 pabore ¢
TEXHOJIOIMUYEeCKUMM IIapTHepamyu JiernapraMeHTa BHejapeHus u corpoBoxienuss OO0 «PycBUTex-
Actpa».

2 IlpeameT MCIIBITaHUIA

2.1 Pabouas rpymma cocraBwia [Iporokon o Tom, uto B nepuop, ¢ 17 no 19 asrycra 2021 1. 6p1m
[IPOBEJIeHbl COBMECTHbIe MCIIbITaHus nporpammuoro usgenust «Kpumrollpo CSP» Bepcun 5.0 R2 KC1
(manee — IIM «Kpunrollpo»), paspaboranHoro OO0 «KPUIITO-IIPO» u orepaunyoHHO! CUCTEMbI
crenmanbHOro HasHaueHus «Astra Linux Special Edition» ouepennoe o6uosnenne 1.7 (manee — OC
CH), paspaborannoit OO0 «PycbTex-AcTpa».

3 OOBeKT UCIIBITaHNI

3.1 Ha wcnpitanus ©Obu1 npepoctasied apxuB «Kpunrtollpo CSP 5.0 R2 amdé64.zip» c
mictpubytusom TN «KpunrolTpo».

4 Xon UCIIbITaHU

4.1 B xope ucnbitanmit 6pin nposesensl riposepku OC CH, sarmryimeHHoNM ¢ sppamu «generic»
Bepcun 5.4.0-54, «hardened» Bepcum 5.4.0-54.

4.2 TIponecc ycranosku TN «Kpunrollpo» onmcan B ITpunoskenym Ne 1.

4.3 Vcnbitanns u HacTpoyika [T «Kpurrrollpo» B peskumve MPJI, BbIIOIHSUIACH IO CTaThe
https://life.astralinux.ru/x/6orSAg.

4.4 TIpouecc ynanenus [TU «Kpunrollpo» onvcan B [Tpunoskenuu Ne 1.

4.5 B xome COBMECTHBIX WCIIBITAHMII ObUIM TIPOBEIEeHbl TPOBEpKM (QYHKIMOHMpoBaHus 11U

«Kpunrollpo» m OC CH B o6beme, ykazanHom B Tabsmiie 1.



Tao/mua 1 — Ilepeuens mpoBepok OC CH

Pesynbrar
Ne i/ HaumMmeHoBaHue IIpoOBepPKU
MCITBITAHMS
BrinonHenne tpeboBanuit oapasz. 17.2 qokymenTa «OnepaloHHas
1 cucTeMa CIlelMaJbHOro HasHaueHus «Astra Linux Special Edition». YcnenHo

Pyxosozcrso mo KC3. Yacrs 1» PYCBE.10015-01 97 01-1

Yeranoska [IM «Kpuntollpo» B cpeqy OC CH, 3arpy>keHHYIO C
2 VYcrenrHo
aapom «generic», «hardened»

3amyck, ocraHoBka BbinogHeHus [T « Kpunrrollpo» B cpege OC CH,
3 . YcneiHo
3arpy>KeHHOM C spoM «generic», «hardened»

4 3amyck yTuanTel «cptools» Bxopsieit B cocras [T «Kpunrtollpo» YcnenHo
5 CoszgaHye KOHTeMHepa B JIOKaJIbHOM XPaHWINIIEe YcnenHo
6 VYcTaHOBKa cepTUdMKaTa YIOCTOBEPSIIOLIETrO eHTpa YcnenHo
7 YcTaHOBKA CHMCKA OTO3BAHHBIX CePTU(HUKATOB VYcrenHo
8 Omnpepenenne xaoua «Jacarta» B [TW «KpunrolTpo» YcenenHo
9 Omnpepnenenne kiaoua «Rutoken» B IT1 «Kpurmrollpo» YcnenrHo
10 | IIpocmoOTp AOCTYITHBIX KOHTENHEPOB YcnenrHo

CooTBeTcTBMe TIpelyCTaHOBIEHHO OITepallIOHHOM CYCTEeMbI
11 | quctpubyTtusy. ITpoBepKa BBITIOIHSIACH C ICIIOIb30BaAHMEM YTUTATDI VYernenrHo

«fly-admin-int-check»

Ynanenue I «Kpunrollpo» uz cpeapt OC CH 3amyimeHHOM ¢ gapoM
12 ) YcnenrHo
«generic», «hardened»

BroinosHenne TpeboBanmii 1. 17.3.2 mokymenTa «OnepaioHHast
13 |cucrema cneumanpHOro HazHaueHust «Astra Linux Special Edition». YcneurHo

Pykosonctso o KC3. Yacts 1» PYCB.10015-01 97 01-1

5 Pe3ysbTaThl MCIIbITAHNI
5.1 Tlo pe3ynmbTaram IMPOBEIEHUS COBMECTHBIX UCIIBITAHMUI HA COBMECTUMOCTb YCTAHOBJIEHO, UTO
I[IN «Kpunrtollpo» «koppekTHO ycTaHaBauBaeTcs, QyHKUuoHupyer, ypansercs B cpegme OC CH,

3arpys>kKeHHOI C sapamu: «generic», «hardened».



BreiBog

[Tporpammuoe usnene «Kpunrollpo CSP» Bepcun 5.0 R2 KC1 coBmecTiMO ¢ orepaiyoHHoM

CUCTeMOl CllellMaJbHOro HasHaueHus «Astra Linux Special Edition» ouepegnoe o6nosienue 1.7.

Ot 000 «PycbUTex-Acrpa»

% W“Z? Toncteix C. A.

Kapmenko . 1.




ITpunoxxenne Ne 1

K ITpoTtoxkoay Ne 5933/2021

Ycranoska u yaanenue I «KpunrolIpo»

1 Ycranoska [T «Kpunrollpo»

1.1 PacrnakoBarb apxuB ¢ [T «Kpunrollpo» u rmepeiTyt B paciiakOBaHHbIN KaTaJIOr':

unzip Kpuntollpo\ CSP\ 5.0\ R2\ amd64.zip

3arem pacrnakoBaTh apxuB «linux-amd64 deb.tgz» u riepenT B HEro:

tar -xvf linux-amdé64_deb.tgz

cd linux-amd64 _deb/

1.2 3anyctutb ckpunt ycraHoBku [T «Kpunrollpo»:

sudo /install_gui.sh

B mporiecce ycTaHOBKM B JIMaJIOTOBOM OKHE BbIOpaTh Bce IMyHKTbI Kpome: «IIposaigep KC2
(TOIBKO MO HEOOXOIUMOCTI)»

1.3 [1J1s1 KOppEeKTHOM PabOoThI C TOKEHOM/CMapT-KapTOM BBITIOJHUTE KOMaHIy YCTAaHOBKY
bubmorex u3 perosutopust OC CH:

sudo apt install libccid pcscd libgost-astra

1.4 JInst paBGoThI C TOKEHOM «jacard» yCTaHOBUTD IakeT «cprocsp-rdr-jacarta-64 5.0.0.1237-
4 all.deb» Haxopgsiumiicst B pacakoBaHHoM karasiore ¢ [TV «Kpunrollpo»:

sudo dpkg -i cprocsp-rdr-jacarta-64_5.0.0.1237-4 _amd64.deb

2 Vnanenue [N «Kpunrollpo» u3 cocraa OC CH

2.1 Ilepeintu B pacrakoBaHHbI KaTasuor ¢ [T1 «KpunrolIpo» u 3armyCcTuTh CKPUITT
yIaJeHUs:

cd linux-amd64_deb/

sudo .Juninstall.sh

2.2 VIanuTh OCTaBIIMeCsS KaTaJIoOru:

sudo rm -Rf /var/opt/cprocsp

sudo rm -Rf /etc/opt/cprocsp



ITpunokenne Ne 2
K ITporokosy Ne 5933/2021

ITepeyeHb COKpaILeHNIA ¥ OIpPe/Ie/IeHUIA

[TN «KpunrrolIpo» - mporpammuoe uznenve «KpunrolIlpo CSP» Bepcun 5.0 R2 KC1

OC CH - onepanyoHHas cucTemMa crelmaabHoro HasHauenus «Astra Linux Special Edition»
oyepegHoe obHOBIeHMe 1.7

KC3 — xomIuiekc cpecTB 3allUThbI

[TO - nporpamMHOe obecIrieuenne

[N - mporpammMmHoe usjesne

MP]I, - MmaHIaTHOE pasrpaHuUyeHune T0CTyIa



