IMPOTOKOJI Ne 14399/2023
npoBe/ieHUsl COBMECTHbIX ucnbiTanuii cepsepa YADRO VEGMAN R120 G2 u onepanHoHHOH
CHCTeMBbI CTIelHa/IbHOro Ha3HaueHHs «Astra Linux Special Edition» PYCB.10015-01

(ouepegHoe o0HOBIeHHe 1.7)

r. MockBa 09.08.2023

1 IlpegMeT UCTIBITAaHUMH

1.1 B mactosunem IIpoTokosie 3apUKCHpOBaH (akT MpoBeJieHus B MEPHOA C 11.07.2023 no
08.08.2023 COBMECTHBIX UcTbITaHuii cepeepa YADRO VEGMAN R120 G2 (nanee — YCTpOHCTBO)
U OnepalOHHON CHCTeMbl CTelHaIbHOrO Ha3HaueH s «Astra Linux Special Edition» PYCB.10015-
01 (ouepegHoe oOHOBiIeHue 1.7) (manee — Astra Linux SE 1.7.0), pa3spaborannoi OOO
«PycBUTex-Actpa», BKkmouas Astra Linux SE 1.7.0 Cc yCTaHOBJ/IEHHbIM OIepaTHBHbIM
obHOB/eHIEM Oe3omacHocTd BEOJIJIETEHD Ne 2023-0426SE17 (manee — Astra Linux SE 1.7.4).

2 OOBEeKT UCTIBITAHUH

2.1 Ha WCrHbITaHusi ObUIO TpPeJOCTaBIeHO YCTPOKMCTBO B KOH(UrypaluH, yKa3aHHOW B
[Tpunoxenus 1.

3 XoJ UCTIbITaHUHN

3.1 B x0/ie TIpOBe/IeHHsl HACTOSILLMX UCTIbITaHHH ObUIH BBITIO/THEHbI IPOBEPKH KOPPEKTHOCTH
YCTAaHOBKHM OTEPALMOHHON CUCTeMbI U (QYHKIMOHMPOBAHHS YcTpoicTBa 107 yrpaB/ieHueM Astra
Linux SE 1.7.0 u Astra Linux SE 1.7.4, B o6beMe NpoBepOK yKa3aHHbIX B IIpuiokeHHsx 2 u 3.
[TpoBepKHU OCYLLeCTB/IAIMCh C UCTIO/b30BaHHEM KCTUTyaTallMOHHOM J0KyMeHTaluu Ha Astra Linux
SE 1.7.0.

3.2 Xop UcnbITaHui orucaH B [IpuioxkeHu 4.

4 Pe3y/bTaThl UCIIBITAHUH

4.1 YcraHoBNeHo, uto B pexume pabotbi BIOS UEFI m Legacy YCTpOWCTBO TMOj
ynpas/enueM Astra Linux SE 1.7.0 pyHKIHOHUPYeT KOPPEKTHO.

4.2 YcranoeneHo, uto B pexume paborel BIOS UEFI u Legacy YCTpPOUCTBO TI0],

ynpas/ieHueM Astra Linux SE 1.7.4 QpyHKUHOHUDYeT KOPPEKTHO.



5 BbIBOJ,

YCTPOMCTBO M0J yIIpaB/ieHueM OTepaIjHOHHOM CHCTEeMbI CrelHaTbHOr0 HasHAIEHHA «Astra
Linux Special Edition» PYCE.10015-01 (ouepenHoe oGHOBNIeHHe 1.7) KOPPEKTHO paboraer #
(YHKIMOHUPYeT, MNpUHMMas BO BHHMAaHHE MH(pOPMALMIO COJepXKalllyrocs B pasjiese 4 u
[NpunoxeHu 4.

6 CocTtap paboueii TpyMIibI ¥ MOANMCH CTOPOH

JlaHHbI# [IPOTOKON COCTaB/IeH y4aCTHUKaMH paboueii rpy bl

Kynukos B .B. — pyKoBOAWTE/Ib OT/A€/IA cepTU(UKAIIMOHHOIO TeCTHPOBAHUA JernapTamMeHTa
TeXHUUECKOi JOKYMEeHTaLuH U cepTU(HKaLIH 000 «KHC I'pymm»

Korua B. B. — Beayluil HHKeHep IO BepuUKaLMKM OTZena cepTU(QUKALIMOHHOTO

TeCTUPOBaHMs JlenapTaMeHTa TeXHUYEeCKOH JOKyMeHTal[H U CepTU(QUKALIIH 000 «KHC I'pynm».

000 «KHC I'pynm»

Be/lyIIHii HEDKeHep 110 BepHQHUKalK

(AO/IAHOCTS)
JKorusx B. B.

(pamunis, HHHLAa/bI)

/
« » ’ /'L"““\ 20 roga




Ipunoxenue 1 K IIpoTokory Ne 14399/2023

KoHdurypanus yCTpOHCTBA — MepeueHb KOMIOHEHTOB, BXOJSIIUX B COCTaB 060pyA0BaHHUSA

Tun HaumeHOBaHHUe 4
MarepHHCKas I1/1aTa YADRO VEGMAN Rx20G2 Motherboard J
BIOS/UEFI YADRO 1.7-g48d024 J
ITporeccop Intel(R) Xeon(R) Gold 6338 CPU @ 2.00GHz x2 ‘

OnepaTuBHasi MaMsATb

Nanya NT32GA72D4NBX3P-IX DIMM DDR4 Synchronous

R

Registered (Buffered) 2933 MHz (0,3 ns) 32GiB x8 B

Bupaeoazantep ASPEED Technology, Inc. Graphics Family [1A03:2000] 41 J
Ceresoii agantep (Ethernet) Intel Corporation 1211 Gigabit Network Connection l
WHTerpUpOBaHHbIH [8086:1539] 03 |
Certesoi1 agantep (SFP) Intel Corporation X710 for 10GbE SFP+ [8086:1572] 01 i
SFP-MoAy/Th SNR-SFP+SR x2 |
RAID-koHTpO/L/IED AVAGO MegaRAID SAS 9361-8i \
] Intel Corporation C620 Series Chipset Family SATA
SATA-KOHTPOIIED Controller [AHCI mode] [8086:A182] |
) Intel Corporation C610/X99 series chipset sSATA Controller ‘
SALA-EDEIpamER [RAID mode] [8086:2827] |
HakomnuTe/b INTEL SSDSCKKB24 240GiB (240GB) x2 JI
S PR——— )S(;msung NVMe PM1733 3.84 TB MZWLR3T8HBLS-0007 |
|

|

Hakonurenb Seagate SAS HDD ST2400MM0129 2.4 TB x2 4‘

USB-KoHTpoOJL1Ep

Intel Corporation C620 Series Chipset Family USB 3.0 xHCI
Controller [8086:A1AF]

IPMI-koHTpO/MIED

ASPEED AST2500 (firmware v1.7r9dd622)

N | SS——




Ipunoxenue 2 K IIpoTokory Ne 14399/2023

IlepeueHb MPOBEPOK YcTpoicTBa NMoj ynpaB/ieHHeM Astra Linux SE 1.7.0

Pexxum paborel BIOS UEFI u Legacy
HauMeHOoBaHHe MPOBEPKH Pe3ybTaT HCNBITAHAH
IIpoepka nozepxku RAID-koHTpo/IIEpa YcneHo
IIposepka ycraHoBku OC YcrelHo
IIpoBepKa yAa/JeHHOW yCTaHOBKH OC (IPMI) YcnenHo
Bepcus sapa Astra Linux 5.4.0-54-generic
3amyck OC YcneHo
AytenTiduxanus B OC YcrnelHo
IIpoBepKa J1or-()aii/ioB 3arpy3Ku Ha Ha/M4I1e omboK YcrnelHo
ITposepka Intel 1211 YcrenHo
Tposepka Ethernet Controller Intel X710 YcrneiHo
Earpquﬂoe tectuposanue ceTu Intel 1211 YcneuHo
Harpy3ouHoe TeCTHPOBaHHe CeTH Intel X710 YcneHo
INpoBepka VGA nepejHss naHe/b YcnenrHo
ITpoBepka VGA 3ajHss NeHe/b YcnenHo
Iposepka USB YcrneHo
IIpoBepKa UHTErPUPOBAHHOIO BU/I€0a/1aNTePa YcrnelHo
‘Harpy3qu0e tectupoBanue CPU YcnelHo
TIpoBepKa BJIOKeHHOH anrnapaTrHOW BUPTYaIM3al{uy YcrnemnHo
Pe>xumM "Tlepe3arpy3ka” YcneiHo

PexxuM "BrikroueHue" YcrnelHo




Ipunoxenne 3 K ITporokosy Ne 14399/2023

I[lepedeHb MPOBEPOK YCTPOMCTBA MO/ yNPaB/AeHHEM Astra Linux SE 1.7.4

Pexxum paborel BIOS UEFI u Legacy

HaumMeHoBaHHe NPOBEPKH Pe3y/IbTaT UCTIbITAHWH

ITpoepka RAID-KoHTpO/I/IEpPa YcnenHo

IlpoBepka ycraHoBkr OC YcrnemHo

[IpoBepKa y/,aleHHOH yCTaHOBKH OC (IPMI) YeneHo

Bepcus sapa Astra Linux 5.4.0-110-generic 5.10.176-1-generic 5.10.176-1-hardened
3anyck OC YenemHo YcrneuHo YeneiHo
AyTtentudukarps B OC YcnenHo YenemHo YenenHo
[TpoBepka Jior-(haid/ioB 3arpy3ku Ha Ha/IMuKue o1mboK YcrenHo YcneHo* YcrneiHo
ITposepka Intel 1211 YenenHo YcrenHo YcreHo
INposepka Ethernet Controller Intel X710 YenenHo YenemHo YenenHo
Harpy3ouHoe TeCTUpOBaHHe CETH Intel 1211 YcnemHo YcneiHo YcrneiHo
Harpy3ouHoe TeCTUPOBaHHEe CeTH Intel X710 YenenHo YenenHo YcrienHo
I1posepka VGA niepe/iHsisi neHe/Ib YeneiHo YcrienHo YcrienHo
ITposepka VGA 3a/jHss 1ieHe/tb YeneuHo YernenHo YcneiHo
[IpoBepka USB YenenHo YcrienHo YcreHo
[IpoBepKa MHTErpUPOBAHHOIO BH/EOA/AANTEPA YenenHo YcrneiHo YcnenHo
Harpy3ounoe tectupoBarye CPU YcneiHo YenenHo YcneiHo
[IpoBepka B/IOYKEHHOM arrapaTHor BUPTya/ii3aluu YcnenHo YcrenHo YcneuiHo
Pexxum "'Tlepe3arpys3ka” YcrnenHo YcriemHo YcrneuHo
Pexxum "Bbix/ioueHne” , YcreiHo YcremHo YcrnemHo




Ipunoxenue 3 K ITpoTokosy Ne 14399/2023

[lepeyeHb NPOBEPOK YCTPOMCTBA MOA yIpaB/AeHHEM Astra Linux SE 1.7.4

Pexxum padorbl BIOS

HauMeHOBaHHe NPOBEPKH

Iposepka RAID-koHTpO/IEPA

[1posepka ycranoku OC

[IpoBepKa y/jaleHHON yCTaHOBKH OC (IPMI)
Bepcus sigpa Astra Linux

3anyck OC

AyTtentudukaips B OC

[TpoBepka sior-(haii/ioB 3arpy3Kn Ha HalMIMe ombok
ITposepka Intel 1211

[Tposepka Ethernet Controller Intel X710
Harpy3ouHoe TeCTHUpOBaHue CeTH Intel 1211
Harpy3ouHoe TeCTUpOBaH1e CETH Intel X710
Iposepka VGA nepe/Hsisi nieHe b

ITposepka VGA 3a/iHss reHesib

ITposepka USB

[IpoBepKa HHTerpupoBaHHOIO Br/EOa/arTepa
Harpy3ouHoe TeCTUpoBaH1e CPU

[IpoBepKa B/IOKeHHOMH arrnaparHon BUPTyaIu3aln
Pexxum "Tlepe3arpy3ka”

PexkM " Bbik/toueHue”

5.15.0-70-generic
YcrienHo
YcrienHo
YcremHo
YcriemHo
YcerneiHo
YcreiHo
YcrnemHo
YenelHo
YcrnelHo
YerneuHo
YcrneiHo
YcnelHo
YcrelHo
YcrielmHo
YcnelHo

UEFI u Legacy

Pe3y/1bTaT HCTbITAaHUHA

YcnelHo
YenenHo
YcrnenHo
5.15.0-70-hardened
YcreuHo
YcerelHo
YcrieiHo
YeneuHo
YcnenHo
YcreHo
YcereiHo
YcrieiHo
YcrieiHo
YcneuHo
YcneuHo
YcnelHo
YcrnenHo
YcneiHo

YernemHo

5.15.0-70-lowlatency
YeneuHo
YeneuHo
YcneiHo |
YcereiHo
YcneiHo
YeneuHo
YeneiHo
YcrnelHo

YerneuHo
YceneuHo
YeneuHo
YcneriHo
YcnelHo
YeneuHo

YcrienHo



IMpunoxenue 4 K [Iporokony Ne 14399/2023

OnucaHue Xo0/ia MpoBeJeHH HCNBITAHUH
1 Xoa UCTILITaHUN

1.1 B x011e COBMECTHBIX HCTILITAHUH YCTAHOB/IEHO, YTO:

1.2y YcrpoicTBa moj yrpaB/ieHHe Astra Linux SE 1.7.0 u Astra Linux SE 1.7.4
rpaduueckui ajanTep He paboTaer C HaCTPOMKaMH M0 YMOJIYHHIO B PeXXUMe 3arpy3KH UEFL
[Toc/ien0BaTe/IbHOCTb AeHCTBUS A1 PelleHHs HeKOPPEKTHOH paboTh: "
OTKpBITh TEPMUHAJI, U BBECTH KOMaHAY:

sudo nano /mnt/etc/modprobe.d/blacklist-astra.conf
[lepe3arpy3uTh CHCTeMY, /I 3arpy3UTb MOAY/Ib ast KOMaH/I0M:

modprobe ast
1 riepe3arty CTUTb JUCTUIeHHbIA MeHe/Kep KOMaH/]0H:

systemctl restart fly-dm.

1.3y Ycrpo#icTBa mMoj yrnpaB/eHHEM Astra Linux SE 1.7.0 rpaduueckuii ajanrtep He
paboTaeT C SIPOM « 5.4.0-54-hardened». TecTupoBaHHe Ha JJaHHOM si/ipe He MPOBOAN/IOCE.

1.4y YctpoMcTBa Moj YyNpaB/ieHHEM Astra Linux SE 1.7.4 rpaduueckui ajantep He
paboTaeT C SAAPOM « 5.4.0-110-hardened». TecTupoBaHue Ha JaHHOM si/ipe He MPOBOAHIOCH

2 OueHKa MPOU3BOUTEIbHOCTHU P7Zip

Usage % R/U MIPS Rating MIPS E/U % Effec %
11654 2373 275954 102 11865




IMpunoxenue 5 K IIpoTokony Ne 14399/2023

TMepeueHb HCTO/Ib3YeMbIX COKpaIIeHu#

Astra Linux SE 1.7.0 — orepaljMoHHasi CHCTeMa CTel{{a/IbHOro HasHaueHusi «Astra Linux
Special Edition» PYCB.10015-01 (ouepeatoe obnoserue 1.7);

Astra Linux SE 1.7.4 — OC Astra Linux SE 1.7.0 ¢ yCTaHOB/IEHHbIM ornepaTUBHbIM
o6uoreaneM BIOJIVIETEHD Ne 2023-0426SE17;

BIOS — 6a30Bas cucTemMa BBOJa-BbIBO/aA;

CPU — LleHTpaJIbHbIH NPOLIECCOP;

IPMI — unTepeiic JUist yAaJIeHHOT0 MOHUTOPHUHIA U YTIPAB/ICHHs (uU3UYeCKUM COCTOSTHHEM
cepsepa;

RAID — TexHOIOrusi BUPTYa/IM3alliy JaHHBIX /Ui 00beJMHeHHs HeCKOIbKUX (bu3nUeCKUX
JIMCKOBBIX YCTPOMCTB B JIOTMUYeCKUH MOAY/Ib;

SATA — noc/ieoBarte/IbHbIN UHTEpdeiic 06MeHa JaHHBIMU C HAaKOTHTE/IAMH uHdOopMalHH;

SFP — onTHuecKoe yCTPOMCTBO /IS lIpHeMa U nepejaut 1aHHbIX B Te/IeKOMMYHUKALIHsX;

UEFI — yHHQUIMPOBAHHBIH PaclMpsieMbIi MUKpPONPOrPaMMHBbIH HHTePhEeHC;

USB — nocienoBareibHbli HHTep(eHC /A7s MOAKIIOUeHHs nepudepHitHBIX YCTPOUCTB K
BBLIUMC/IUTE/IbHOM TeXHUKE;

VGA — KOMITOHEHTHbII BUieOHHTepdeiic, HCI0/Ib3yeMblii B MOHUTOPAaX ¥ BU/€0a/aNTepax;

OC — onepaljMOHHasl CUCTeMa;

Yerpoiictso — cepeep YADRO VEGMAN R120 G2.



